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VMware NSX Distributed IDS/IPS

CucTembl 06HapyxeHusa BTopxeHWi (IDS) nossrnnch B koHue 1990-x ANA BbIABNEHWA CXeM

NOTOKOB TPadViKa, CBUAETENBCTBYIOLMX O MPOBOAMMBIX aTakax. B 2000-x peleHws IDS
TpaHchOPMMPOBaNUCh B CUCTEMBI NPeAOTBPaLLeHNs BTopxeHni (IPS), nockonbKy nprobpeny
[IONONTHUTENbHbBIE BO3MOXKHOCTY 0becneyeruns besonacHocTn. C rogamn cuctema IDS/IPS ctana
CTaHAAPTHBIM KOMMOHEHTOM CTeka CceTu 1 6e30MacHOCTU. HecMoTpA Ha 3To, 13-3a CTOMMOCTH

V1 SKCMAYaTaLVOHHOW CIOXKHOCTY 061acTb NpumMeHeHuaA IDS/IPS orpaHmnurBanac OTAeNbHbIMY
cermeHTamn CeTu, HanprMep HaxoAALMMICA Ha NePUMETPE OpraHM3aLmi ¢ 0bLLefOCTYMHBIMU CETAMM.

Mo mepe pa3suTnA pacnpefenieHHbIX NPUNOKEHNI 1 MUKPOCYE ceTeBol Tpaduk B LIOL Takke
BbIPOC B pasbl. B 10 e Bpema rpaHuubl LIO ctanv pasmbiTbiMy 13-3a PacTyLLmMX BO3MOXHOCTEN
noaknodeHna npunoxernit 8 IO k my6anuHomy obnaky 1 yCTpoCcTBamM KOHEUHbIX NOb30BaTeNeNn.
B pesynbrate opraHusaLmm CTany HaMHOTO Yatle ncnonb3osath IDS/IPS B KauecTse ypoBHA
6e3onacHocTv LIO[. B 3101 TemaTrueckoi CTaTbe pacckasbiBaeTcs O HOBOM NOAXOAE K apXUTeKType
IDS/IPS, koTOpbIN 0becneuriBaeT HEOOXOAMMBIA OXBAT CUCTEMbI 6e30MacHOCTY 6e3 NoBbILEeHNA
CTOMMOCTU W 3KCMAyaTalMOHHOM COXKHOCTU.

BcTpoeHHas cuctema 6e3onacHocTy B VMware NSX

BcTpoeHHas cnctema 6e30nacHOCTM — OCHOBa CTpaTternmn be3onacHocTv VMware. 910 BCTPOeHHan
B MHOPaCTPYKTypy c1cTeMa, pacnpeaeneHHas no UT-cpege 1 yuntbiBarowwan TpeboBaHmna
npunoxeHui. bparamayap VMware SDF, BcTpoeHHbi B nnatdopmy VMware NSX® yposHen

2-7,— pe3ynbTaT peanusauymm stoin ctpaternv B LIO. OH no3BonaeT onepatopam OAHOBPEMEHHO
obecneynBaTb 6€30MaCHOCTb FOPMU30OHTANIBHOMO TPpadriKa BO BCeX MHOroobmauHbIX cpefax.

Mnatdopma NSX' npegHasHaueHa Ansa ABYX OCHOBHbIX CLieHapmeB ucnonb3osaHna 8 LIOM:
BMPTYanM3aLmn cet 1 obecnederns 6e30MacHOCTN FOPU30HTANbHOO Tpaduka. BupTyanmsauns cetu
oTAensaeT ynpaeneHve NoTokamu Tpadrika T 6a3oBo dpr3nmyecKon ceTu. 3alymnTa ropru3oHTanbHOro
Tpadvika NO3BOSAET 3a3aBaTh 1 NPUMEHATb NONUTUKIM 6e3onacHocT B LIO[] ¢ aetanvsaumvein Ha
YPOBHE NOTOKOB Tpadyka C NOMOLLb0 CpeAcTs 6e30MacHOCTY, PACNONOKEHHbIX B MMNEPBU3OPE.
KomnnekcHas BUPTyanm3aums cetu 1 cuctembl 6e30nacHOCT 06eCneymBaeT BbiICOKYHO MMOKOCTb
apxutekTypbl cet IO v B TO e Bpems NpeAoCTaBaeT BCTPOEHHYI0 CUCTeMy 6e30MacHOCTL.

3a cuet cBoen apxuTekTypbl NSX BCTpavBaeT cvcTemMy 6e30MacHOCTY B HOPACTPYKTYPY
BMpTYyanu3aumn cet. Cpeactsa 6e30MacHOCTM BCerfa NPMCYTCTBYIOT B MHGPACTPYKTYPE,

MO3TOMY VX He Hy»kHO pa3BepTbiBaTb OTAEbHO. bonee Toro, BO3MOXHOCTb HeCaHKLMOHPOBaHHOIO
[0CTyNa K CPeAcTBaM ynpasneHna 6e30MnacHOCTbIO CKOYeHa, MOCKOMbKY OHWU PacnONOKeHbI

B rMNepB130pe, YTO OTAENAET UX OT LieNeBOl 06NacTy atakm (To eCTb pabouell Harpy3ku).

NSX nmeeT pacnpegeneHHyto apxutekTypy. CpencTsa yrnpasneHns 6e30MacHOCTbIO PACTIONOKEHbI

B BUPTYasibHOM CETEBOM MHTepECe Kax o pabouell Harpy3Kku U NPeaoCTaBaAAioT rMOKM
MEXaHW3M [/19 KOHTPOSA MOTOKOB Tpaduika. Mpu 3TOM OTCYTCTBYET LIEHTPANM30BaHHOE YCTPOCTBO,
OrpaH1uYMBaloLLEe PeCypPChl CUCTeMbI 6E30MACHOCTY, MOITOMY HET HEOGXOAMMOCTY B UCKYCCTBEHHOM
NPUBA3Ke CETeBOro TpaduKa K CTEKY CPeCTB CETeBO 6e30MacHOCTU.

HakoHeu, nockonbky nnatpopma NSX nHTerpnposaHa B MHGPaCTpyKTypy BUPTyanv3aumnm,

OHa obecneynBaeT BM3yanmn3aLmio BCeX NPUNOKEHMI 1 pabourx Harpy3ok. NSX ncnonb3yet 3Ty
BV3yanu3aLmio Ana onpeaeneHma WPOKOro KOHTEKCTa MPUAOKEHWI, MOAPOOHOIO OTCAEKMBAHNA
XM3HEHHOrO LMKMa pabouvx Harpy3oK 1 aBTOMaTV3aLmMm YNpaBneHua noantukamm 6e3onacHoCTu.

PacnpeneneHHas cuctema IDS/IPS

OyHku VMware NSX Distributed IDS/IPS™ o6ecneuunsaior AONOAHUTENbHbIE BO3SMOXHOCTY
npoBepku Tpaduka ana bpaHamayspa SDF2 [1na IDS/IPS npumMeHAoTCA Te ke NpuHUMMLI
BCTPOEHHOM crcTeMbl 6@30NacHOCTW, UTo 1 Ana bpaHamayspa SDF. Moatomy npevmyLiecTsa
6paHamayspa SDF pacnpoctparaiotca 1 Ha NSX Distributed IDS/IPS.

1. Inf yno6cTBa U3NOXKEHNA B JaHHOI CTaTbe noapasymesaetcs, uto VMware NSX-T™ passepTbisaetca B cpege VMware ESXi™.
2.VMware. O630p pelueHus: 6panamaysp VMware SDF.
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OcHoBbl IDS/IPS

PaboTy IDS/IPS obecneurBatoT MOAYNN PEryNAPHbBIX BbIPaXeHWI, onpeaensiolwme Cxemsl NOTOKOB
TpaduKka. 3T MOAYNN 3aNPOrPaMMPOBaHDBI Ha MOWCK M3BECTHBIX YrPO3 Ha OCHOBE CXEM MOTOKOB
TpaduKa ¢ NOMOLLbIO A3blka KOHGMIypaumm. OnepaTtopsl CETU 1 cucTem 6e30MacHOCTY UCMONb3YIOT
CXeMbl, BbIpaxeHHble C MOMOLLbIO A3blKa KoHGUrypauww IDS/IPS, B kayecTse curHaTyp. B HacTosLee
Bpems B 6onblunHCTBe crucTem IDS/IPS NoMUMO OBHapY»KeHWs yrpo3 Ha OCHOBe CUrHaTyp
MCNONB3YIOTCA Takmne MeTofbl obecneyeHns 6e30MacHOCTY, Kak MPOBEPKM COOTBETCTBYIA
NPOTOKOSOB M MOPTOB, a Takxke 0OHaPYKeHe aHOManbHOro TpaduKa.

Cuctembl IDS/IPS perynapHo NofaKAoUaloTcA K YaCTHbIM 0bnakam And obHoBNeHWA MHGopMaLmm
00 0OHapyeHMK, B TOM UKCiie O CUrHaTypax. ITy MHGOPMALMIO, NepeaaBaemyto B pexmmve
peanbHOro BpeMEHW, CO3AAI0T, TECTUPYIOT M PACNpPOCTPAHAIOT OPraHm3aunm No NcCneaoBaHnio
Yrpo3, KOTOpble OTCNEXNMBAIOT HOBbIE TUMbI YA3BMMOCTEN.

Cuctembl IDS/IPS MOXHO BHEAPATL B BAE aBTOHOMHbIX CMeLManv3npoBaHHbIX YCTPOWCTB

U1 B cocTaBe OpaHamay3pa. B nepeom cryyae cuctemsl IDS/IPS paboTatoT B CKPLITOM pexume
Ha BTOPOM YPOBHe CTeka NpoToKosa. Bo BTOpOM ciyuae cucTema aHanu3vpyeT Tpaduik,
npefBapuTebHO paspeLleHHbIn B OpaHamayape, U GyHKLMOHMPYET Ha TPeTbeM YPOBHE

CTeKa NpoTOKOsa.

BONbLWMHCTBO TpaanLUMOHHbIX crcTem IDS/IPS Ha coBpeMEHHOM pbiHKe (Kak aBTOHOMHbIX,

Tak ¥ MIHTErpYPOBaHHbIX C 6paHaMay3POM) — 3TO OTAENbHbIE LIEHTPaNM30BaHHbIE YCTPOMCTBa.
Onepatopbl yCTaHABAMBAIOT 3TV YCTPOMCTBA Ha HEOBOMBLIOM KONMYeCTse NpeaBapuTtensHoO
BbIOPAHHDBIX Y4aCTKOB CETH, Ha KOTOPbIX HeOOXOAMMa NpoBepKa TpaduKa C momoLLbto cuctem IDS/IPS.

IDS/IPS B NSX: npuvHumn paboTbl

Cuctembl NSX Distributed IDS/IPS 6bin11 co3aaHbl B pamkax Suricata, M3BeCTHOTO 1 WKMPOKO
NPW3HAHHOTO NpPoeKTa C OTKPBITHIM UCXOAHBIM KOAOM. [natdopma NSX paclumpaeT BO3IMOXHOCTY
Suricata, npepoctasnaa moaynam IDS/IPS cpenly BbINONHEHNS, BKMtOUaA GYHKLMN KOHTPOMA CETEBbLIX
onepauunii BBOAa-BbIBOAA 1 YNPaBIEHNA.

NSX cosmeltaeT dyHKUMM IDS/IPS 1 6paHamay3pa, uTo obecrneunsaeT O4HOMPOXOAHYIO CTPYKTYPY
aHanmsa Tpadurka. CHayana Becb Tpaduk NPOXoANT Yepes OpaHaMay3p, a 3aTeM BbINOMHAETCA aHanm3
IDS/IPS B 3aBMCMMOCTM OT KOHGUrypaLmm. Kpome Toro, cosmellervie dyHkumin IDS/IPS 1 6paHamay3pa
ynpoLllaeTt onpefenexne 1 NnprmMeHeHve NoAnTHK CETEBOM 6e30MacHOCTU.

Kak nokasaHo Ha puc. 1, cuctembl NSX Distributed IDS/IPS pa3metleHbl B 061acTi nonb3oBatens

¥ NOAKMIOUEHB! K MOZYI0 BpaHAMay3pa, KOTOPbI HaxoamnTca B aape runepsusopa. OgHo
NPUIOKEHME B3aUMOAEMCTBYET C APYr1M, OTNPaBNAA TPAdUK B rMNepBrn3op, B KOTOPOM bpaHaMay3p
aHanusnpyer ero. [lanee 6paHamaysp HanpaenaeT Tpadwvk B moayb IDS/IPS B obnactv nons3osatens.
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PUC. 1. bpanamayap v IDS/IPS B NSX
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Mogynb IDS/IPS ncnonb3yeT curHaTypbl, AeKOAEPbl MPOTOKONOB 1 OBHaPYKeHVe aHOMaNNIA
[NA nouncka aTak B NoToke Tpaduka. Ecnm atak He obHapyKeHo, Tpaduk HanpasnaeTca obpaTHO
B8 OpaHaMay3p AnA AanbHemwern OTNPaBKy B MECTO HasHaueHna. ECn e aTaka oOHapyxeHa,
CO3/13eTCA U 3aM1CbiBAETCA OMOBELLEHVE.

Mpouecc aHanusa IDS/IPS Ha y3ne HasHaueHwuA, nonyyatolem TPaguK, aHanorMyeH BbileonMCaHHOMY.
OpHako onepaTopbl MOryT OTKa3aTbcA OT aHanm3a IDS/IPS B cpefie HasHaueHWA (MK B UCTOYHMKE),
eC/n cunTatoT, YTo aHanm3a IDS/IPS Ha OAHOM KOHLe MOTOKa TpaduKa AOCTaTOUHO.

Mpewmyuiectsa NSX Distributed IDS/IPS

ApxutekTypa NSX Distributed IDS/IPS KaparHanbHO OTAMYAETCA OT apXUTEKTYPbI TPAANLIMOHHbBIX
cuctem IDS/IPS. Pa3Huua cBA3aHa C Tem, UTo B TPaAMLIMOHHDBIX cucTemax IDS/IPS aHanm3 BbinonHAeTcA
LEHTPaNM30BaHHO Ha OTAENbHOM BUPTYanbHOM Unn Gpusnyeckom yctpoictae. Cuctema NSX,
HaNpOTVB, pacrnpeseneHa v NOMHOCTbIO MHTErPUPOBaHa C MHOPACTPYKTY PO BUPTYanu3aumm.

+ ONTUMM3MPOBaHHBIM NOTOK Tpadwka. Onepatopbl pa3sepTbiBatoT IDS/IPS BMecTe ¢ bpaHamayspom
WM 3@ HIM B TOUKe Bxoaa/Bbixofa Tpaduka LIO[. Motokn Tpaduka B LIO[, Tpebyiouivie aHanmsa
IDS/IPS, HanpaBnAloTCA K LIeHTPaN30BaHHOMY YCTPOWCTBY 1 BO3BPALLAIOTCA OT HEro, CO3AaBan
Cxemy nepeHanpaeBneHVa 1 3aTpayunead Npu 3Tom ceTeBble pecypcbl. NSX ycTpaHaeT
nepeHanpasneHvie 1 ynpoLlaeT CTRYKTYpY ceTv bnarogapa pasmelleHuio moayna IDS/IPS
BMeCTe C MCTOYHVKOM MM MeCTOM Ha3HauyeHnsa NoToka TpaduKa, Kak MokasaHo Ha puc. 2.

Huikakux orpaHmnyeHunin npu aHanwmse. B TpagnumonHbix cuctemax IDS/IPS Ha yctponicTse IDS/IPS
un1 B bpaHamayspe pecypcsl AnA aHanmsa orpaHuyeHsl. Ytoobl 400aBNATL AONONHUTENbHbIE
pecypchbl, onepaTtopam NPUXOANTCA NOCTOAHHO OOHOBNATL annapaTHble YCTPONCTBA 4O HOBeWLIEero
NOKOMEHWA, @ 3TO JOPOro M CBA3aHO C NpepbisaHmAMM paboTel. NSX Distributed IDS/IPS ncnonb3ayet
CBOOOAHbIE PeCYpChl Ha cepBepax, FAe PaboTaloT 3alMLLEHHbIE MPUNOKEHNS, U IMHENHO
MacLuTabrpyeTca no Mepe AobaBneHnA HOBbIX Paboumnx Harpy3ok. Takvm 06pasom, pecypchl AnA
aHanM3a He orpaHMyYeHbl, YTo NO3BONAET NCMONB30BaTL DOMBLION OOBEM PECYPCOB ANA aHaNM3a
Tpadwka LIOA.

MonHoe NoKpbITVe Anda BCero Tpaduka. YUmThiBas OnvcaHHbIE Bbllie OrpaHnyeHus, onepaTops
ceTu v cncTembl 6€30MacHOCTH BbIHYXAEHbI BbIOMPaTb Tpaduk And aHanmsa IDS/IPS. YacTo

cuctembl IDS/IPS obecneymsaloT aHanm3 ToNbKO He3HaUMTENbHOM YacTy Tpaduka, NOCTyNaloLwero

B8 OpaHAmay3p. B Apyrix ciiyuyasx aBTOHOMHble cucTembl IDS/IPS pasmelatoTca ryboKo BHYTPM
ceTv 1 obecneurBaloT 3almTy HE3HAUNTENBHOTO KOAIMUECTBA CEPBEPOB, YTO YCIIOKHAET CETEBYIO
cTpYKTYpY. Crctema NSX AaBnaeTca pacnpeaeneHHoin, bnarogaps yemy mogynu IDS/IPS moxHo
MCNONb30BaTh /1A aHaNM3a BCeX NOTOKOB TPadwKa /1A BCex paboymx Harpy3oK, YTto yCTpaHaeT
«Cnenble 30Hbl». Y onepaTopoB eCTb BO3MOXHOCTY TOUHOW HaCcTporKv GyHKuUmi IDS/IPS ana
Kaxaow paboueit Harpy3ku 63 orpaHnYeHui, CBA3aHHbIX C 6a30BbIMU CTPYKTYPaMM CETU.

KOHTPOMb 1 HaCTPOMKa CUrHATYp Ha OCHOBE KOHTEKCTa. [OCKOMbKY TPaAMLMOHHbIE CUCTEMBI
IDS/IPS LeHTPanM30BaHbl 1 Yepe3 HUX MPOXOAMT MHOKECTBO NMOTOKOB TpadyiKa, MM HeOOXOAMMO
BKIOYATb ThICAUM CUrHATYP, UTOOBI 06ECNeynTb NOKPLITME BCEX MOTOKOB TpaduKa. MNpn 6onbliom
KONMYeCTBe BKIIOUEHHbIX CUTHATYP ¥ Pa3HO00Pa3nm KX TUNOB BO3HUKAIOT 3afjepKi B paboTe
cuctem IDS/IPS 1 cHUKaeTCA X NPOMYCKHaa CNOCOBHOCTL. B pesynbTate onepatopsl TPaTAT

MHOTO BpemeHW Ha HacTpoliky curHatyp IDS/IPS. PeweHre NSX Distributed IDS/IPS yunTbiBaeT
NOTPEOHOCTN NPUNOKEHWI 1 JaeT BO3MOKHOCTb aZlanTMpOBaTh CUrHATYpbl ANA Kaxaol pabouyel
Harpy3ku. Ytobbl yMeHbLNTb BEPOATHOCTL TOXKHbIX CpabaTbiBaHNiA, AnA paboueit Harpy3Kku MOXHO
BKIIOYUTH TOMBKO HEOObLIOE KONMYeCTBO CUrHaTyp. Kpome Toro, Moaynb IDS/IPS MoXeT n3meHATb
YPOBEHb CEPbE3HOCTV OMNOBELLEHWI, CO3AaBAEMbIX MPU OOHAPYKEHMUM COOTBETCTBYIOLINX CUTHATYP,
B 3aBMCHMOCTYM KOHTEKCTa MPUNOKEHMA N BaXHOCTY 3alUumilaemolt paboyelt Harpyskn. Hanpumep,
onogelleHue B 6a3e AaHHbIX KPDEAUTHBIX KapT MOXeT TpeboBaTh 60MbLIErO BHYMAHMS MO
CPaBHEHMIO C APYTMIN PaBOUMMUM Harpy3KaMu.

.

MNoanepka MOBUIBHOCTY Pabouunx Harpy3ok. BrpTyanvsnposarHbii LIO[ no3sonsaeT
nepeHocuTb paboune Harpysku B apyroi yzen unn IO (c nomoubto vMotion®). Mpn
MCNONB30BAHUN TPAANLUMOHHBIX cucTem IDS/IPS HEBO3MOXKHO Y0OHO 1 ObICTPO NepeHacTPoUTb
NOANUTUKIM 6E@30MACHOCTI C YYEeTOM HOBOIO MeCTa PacnonoxeHus paboyelt Harpysku. B NSX
NOANUTUKIM BE30MAaCHOCTN NepemMeLLaloTCA BMeCTe C BUPTYanbHOM MawmnHol (BM) paboyel
Harpysku. B pesynbrate Tpaduik OCTaeTCA MOMHOCTHIO 3aLMLLEHHbIM, HE3aBUCUMO OT TOrO, Kyaa
6bina nepemellieHa BM. Kpome Toro, Bo Bpema nepemellieHns He NponcxoaaT notepu Tpadmka mnm
pa3pbiBbl NOAKMOYEHNS, MOCKONbKY NSX cpasy e nepeHanpaenaeT Tpaduk B HOBOE MECTO
PACNONOXeHNA.
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+ ABTOMATV3MPOBaHHOE yNpPaBAeHNE XN3HEHHBIM LIMKIOM NOAUTYIK. TPaAMLMOHHbIE cucTembl IDS/IPS
He YUMTHIBAIOT KU3HEHHDIN LMK/ NPUAOXKEHN, 6e30MacHOCTb KOTOPbIX 0becneunsatoT. M3-3a aToro
onepatopam CeTu 1 cuctem 6e30MacHOCTM NPUXOAUTCA BPYYHYIO 334aBaTb HOBbIE MOAUTUKM
6€30MacHOCTN NP CO3AaHNN HOBBIX PABOUMX Harpy30K 1 M3MEeHATb MX MPU BbiBOAe paboumx
Harpy3oK 13 3KkcnnyaTaumm. YacTto onepaTopbl OnacatoTca JONyCTUTb OWKBKM NMPpK YacTom
CO3/aHNV HOBBIX MOAWTUK MW YAANEHNN YCTaPEBLUMX, UTO YCNOXHAET NOAAEPKKY akTyanbHOCTY
cncTem besonacHocTy. bnarogapa AviHaMuueckmm rpynnam 8 NSX onepatopbl MOTyT NOAAEPKMBATH
aKTyanbHOCTb NOANTUK 63 prCKa BHeceHnsa onMOoK. NSX aBTOMaTUYeCKM HaCcTparBaeT NOAMUTUKN
6€30MacHOCTN NPV CO3aHNM NN BbIBEAEHWM 13 SKCTyaTalmum paboyelt Harpy3Kki, npenoTspallan
nosBfeHne He3alMLEeHHbIX PAabOUMX HArPY30K 1 HaKOMeHKe yCTapeBLUMX NOAUTHK 0e30MacHOCTY.

. .
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PUC. 2. NSX Distributed IDS/IPS ycTpaHaeT nepeHanpasneHvie Tpaduka

CueHapun ncnonb3osaHma NSX Distributed IDS/IPS

Bnarofapsa cosmeleHio GyHkumia IDS/IPS ¢ 6paramayapom SDF nnatdopma NSX nossonsaet
onepatopam peLaTb AOMNONHUTENbHbIE NPObnembl C 6€30MacHOCTbI0. Huke OnmcaHbl HECKONbKO
PaCNpPOCTPaHEHHbIX CLIeHaPUEB MCMONb30BaHNA.

ObecrneyeHre COOTBETCTBUA 3a KOHOOATeNIbCTBY

Bo mHOxecTBe LIO/] pa3melLaloTca npunoxeHus, cCoaepaliyie KoHdnaeHUManbHyo nHdopmaumio,
HanpumMep MeanUMHCKIE Uy GUHAHCOBBIE fiaHHble. YacTo Takme NpUnoXeHVs JOMKHbI
COOTBETCTBOBATb HOPMATMBHbBIM TpeboBaHVAM cTaHaapToB HIPAA B chepe 3apaBooxpaHeHus

1 PCI DSS nnm SOX B chepe driHaHCoB. HopmaTnBHbIE TpebOBaHMA PerynvpyioT UCMNOb30BaHMe
IDS/IPS pna npefotepalleHna YTeUK U Kpaxin JaHHbIX.

C nomoublo pewenua Distributed IDS/IPS, koTopoe BxoaunT B coctaB NSX, onepaTopbl CeT! 1 cuctem
6e30MacHOCTV MOTyT 0becrneUnTb COOTBETCTBYE TPEOOBAHNAM, BHIOOPOUYHO 3aAENCTBYA CUCTEMD
IDS/IPS TonbKo And pabounx Harpy3oK NPUAOKEHWI, CoAepKaLLMX KOHOMAeHUMaNnbHbe AaHHbIE.
Brnarogaps nporpammHomy noaxomy NSX BbIMOMHAET CIOXKHYIO UaCTb PaboThl, MPUMEHAS MOAUTUKM
6€30MacHOCTI ANA BCeX COOTBETCTBYIOLUMX paboUVx Harpy30oK. IT0 yCTpaHAET HEOOXOAVMMOCTb
NOKynNaTb 1 pa3BepTbiBaTb OTAENbHbIE YCTPOCTBA Ui bpaHamayapbl. Ina 6onee nogpobHoro
aHanu3a 1 MOHUTOPUHIA COOTBETCTBYIA HOPMATVBHbIM TPEOOBAHVAM OMepPaTOPbl MOrYT OTC/IEXMBATH
BXOAALLME U UCXOAALLME MOTOKM TpadyiKa B BaXKHBIX MPMNOKEHMAX C MOMOLLBIO TakvX COEACTB, Kak
VMware NSX Intelligence™.

®
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VMware NSX Distributed IDS/IPS

CBA3AHHDbIE NPOAYKTbI N PELLEHUA
+ NSX Data Center:
vmware.com/ru/products/nsx

bpaHamaysp VMware SDF:
vmware.com/ru/security/internal-firewall

« MukpocermeHTauma ¢ nomoubio NSX:
vmware.com/ru/solutions/micro-segmentation

vmware

BHeppeHe BMpPTyanbHbIX 30H

HekoTopbiv opraHm3aLmam TpebyeTca yCTaHOBKTb NPAMble CETEBbIE MOAKMOYEHNA K OPraHM3aLmaAmM-
napTHepam. lpyrvie opraHv3aLmm paccMaTprBatoT GU3HeC-NoApasaeneHmra U JoUepHIE KOMMAHMN Kak
apeHAaTopoB LeHTpanbHoro VT-otaena. Onepatopbl CETU 1 CUCTeM 630MacHOCTM MOryT obecneunTs
COOTBETCTBYE BblLLEYKa3aHHbIM TpeboBaHMAM C nomoLbio NSX, ncnonbsya 6pangmaysp v IDS/IPS ana
BHeJPeHWA BUPTYabHOM 30Hbl. OnepaTopbl MOryT JOOaBMATL HOBBIX MapPTHEPOB 1 apeHAAToPoB be3
HeOoOXOAMMOCTY 3aKa3blBaTb, YCTaHABAMBATL U HACTPaMBATb HOBbIE anmnapaTHble OpaHAMay3pbl UK
cncTembl IDS/IPS. AHanornuHbiM 06pa3om onepaTopsl MOryT OTKOUaTb MapTHEPOB 1 apeHAATOPOB.,

He OCTaBNAA He3aAeNCTBOBaHHbLIM OO0PYAOBaHVE, MPUODPETEHHOE paHee.

3ameHa otgenbHbIx yctponcTs IDS/IPS
OnepaTopbl CeTU 1 C1CTeM Oe30MacHOCTY BPEMA OT BPEMEHW MEHAOT apXUTEKTYPY uacTei
L0 ana koHconuaaummn dyHKUMiA 6esonacHocTh. OnepaTtopbl, KOTOPbIE YXKe NPUHANK pelueHmne
BUpTYyanusmpoBats cetvt LIO[, Tenepb MOryT 3aMeHUTb OTAENbHbIE LIeHTPaNM30BaHHbIe YCTPOMCTBA
IDS/IPS pacnpeneneHHor nnatgopmoi NSX. 3To AaeT onepatopam CETU 1 cucTem 6e30MacHOCTH
BO3MOXHOCTb YNpaBnaTb GyHKUMAMM BpaHaMay3pa 1 cuctemsl IDS/IPS 13 efnHOM KOHCONM

™
ynpasnenua (VMware NSX Manager™).

O6Hapy>KeHV|e FOPU30OHTAJZIbHOIo PacnpPoOCTPaHEHNA YIrPO3

3N10YMBILLNEHHVIKK, KOTOPBIM YAIETCA NPOHMKHYTh B LIO/, 06bI4HO MbiTAlOTCA OCYWECTBUTL
rOPU3OHTaNbHbBIN Nepexod oT BM, B KOTOpble OHW NPOHMKAK, K APYrMM BM, Ha KOTOPbIX pasmelleHbl
KoH®UAEeHUManbHble AaHHble. YToObl BbIMOMHWTL Takoe ropr30HTabHOE NepemelleHne,
3M10YMBILNEHHVIKA MPOBOAAT Pa3BeAKy C MOMOLLbIO Takux cpefcTs, Kak Netcat. Cuctembl IDS/IPS

C COOTBETCTBYIOLMMM CUTHATYPaMU MOTYT OOHAPYXMTb MNOMbBITKN Pa3BEeAKM 1 ONOBECTUTb O HUX
0nepaTopoB CETU ¥ CUCTeM 6e30MacHOCTW. [lanee onepaTopbl MOryT OOKMPOBATL AECTBUA
3/710YMbILLINEHHVIKOB (B TOM Yumcie ¢ nomolubio IDS/IPS) nnbo oTcnexmsaTh vx, UCMonb3yaA

NSX Intelligence nnu apyrvie cpeacTsa.

NSX Intelligence n NSX Distributed IDS/IPS

NSX Intelligence — 370 pacnpegeneHHan cuctema cbopa AaHHbIX 1 aHanm3a 6e30nacHoOCTy, JOCTYN
K KOTOPOW MOXHO nonyunTb ¢ nomolbio NSX Manager (koHconm ynpasnenua NSX). NSX Intelligence
3ddeKTMBHO cobMpaeT MeTafiaHHble C rMnepsr30opos B cpefe NSX 1 coxpaHaeT nHdopmaumio ans
fanbHeuLwero Ncnonb3oBaHuA.

NSX Intelligence cozpaeT geTann3npoBaHHbIE CXeMbl 3aBUCMMOCTEN MPUOXKEHNI, KOTOPbIE
00ecrneynBatoT BM3yani3aumio Pabourx Harpy3oK 1 MOTOKOB B CETUM, MOMOras orepatopam noayunTb
obwmin 0630p cpeapl. Kpome Toro, NSX Intelligence asTomatnueckn pekoMmeHayeT NofmnTUKK
6e30MacHOCTN BpaHAMay3pPa Ha OCHOBE BbIABMEHHbIX CXeM MOTOKOB TPadyKa MeXay NPUIOKEHUAMM,
YTO 3HAUUTENBHO YNPOLIAET BHeIpeHNe MUKPOCErMeHTaLMm U BHYTPeHHero 6paHamayapa. HakoHel,
NSX Intelligence HenpepbIBHO OTCNEXMBAET Kaxk bl MOTOK Tpaduka 1 NO3BONAET OnepaTopam
NPUMEHATE NONUTYKI 6E30MacHOCTH K MOTOKaM, YTOObI MPOAEMOHCTPUPOBATL 1 NOAAEPKNBATH
COOTBETCTBYE HOPMATHBHBIM TPEOOBAHMAM K 6€30MacHOCTY.

NSX Intelligence opraHvuHo gononHaeT 6parHamaysp SDF v cuctemy IDS/IPS B KauecTse ypoBHs
BM3yanu3aumn v ynpasnenua nonutukamm. NSX Intelligence, 6paHamayap SDF 1 cuctema IDS/IPS
BMeCTe 06pa3sytoT KOMMNEKCHbIN 1 YAOOHbBIN B Pa3BepTbiBaHUN CTEK BHYTREHHero bpaHamayapa,
obecneunBaloWwni peann3aumio CTpaTernm BCTpOeHHoM cnctembl 6esonacHocTu 8 LIO.
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