KPATKOE ONMNCAHUE

BupTyanbHble paboyvie mecTa nomoratoT
KOHCONMAMPOBATb NPUNOXKEHVS U AaHHble
KOHeUHbIX Mosib30oBaTeNen B LleHTpax
00paboTKM AaHHbIX C IPDEKTUBHBIM
ynpasneHviem. ITO NO3BONAET COKPaTUTb
PACXOfbl M YNYYLIWTL 3almMTy AaHHbBIX. OfHaKo
npu 31Tom B MHGpacTpyktype LIO Bo3HMKaeT
PUCK HapyLleHns 6e30MacHOCTY KOHEUHbIX
nonb3osateneit. VMware obecneyvisaet
yAOOHYI0 MUKPOCErMeHTaLMIo ANA
BMPTYarbHbIX PAbOYMX MECT, 4TO NomoraeT
1301MPOBATb KOHEUHBIX MOMb3oBaTenen ot

nHdpacTpykTypbl LO.

OCHOBHbIE ®AKTbI

* YHnouumpoBaHHaa nH$pacTpyKkTypa
cucTemMbl 6e3onacHoCcTu. /icnonb3osaHme
eAVNHON NHOPACTPYKTYPbI bpaHaMay3pa ana
Bcero LIO/, BK/oYasn 30Hbl 6e30MacHOCTH,
NPVNOXEHWA 1 MHPPACTPYKTYPY
BMPTYanbHbix paboymx mect (VDI).

KomnakTHble nonutukn. Onpegenexne
KOMMAKTHbIX MOINTUK 6e30MacHOCTH

C NMOMOLLBIO TaKMX YAOOHbBIX KOMMOHEHTOB,
KaK naeHTndM1KaTop nonb3osatens,
NAEHTUGUKATOP NPUNOKEHWA N METKM
6e3onacHoCTH.

OrpaHunyeHne ropn3oHTaNbHOro
pacnpocTpaHeHus yrpos. V3onauna
BMPTYalbHbIX PabOYMX MeCT OT
cepsepHon yacTn VDI 1 ocTanbHbIX
KOMMOHeHTOB UHpacTpyKTypsl IO
NO3BOAAET OFPAHNYNTL FOPU3OHTANIBHOE
pacnpoCTpaHeHue yrpos.

vmware

KPATKW/ OB30OP PELWEHNA

bpaHamayap SDF ana
BMPTYaNbHbIX PAabOYMX MeCT

MukpocermeHTauma cpeg VDI nomoraet nsonnposatb
BMpPTYarnbHble pabourie mecTa 1 6GNOKNpoOBaThb
ropun3oHTaNIbHOE pPacnpoCTPaHeHne yrpos

BupTyanbHble paboyre mecTa ynpoujaioT paboTy 1 obecneyrsatoT
SKOHOMWIO, HO MPW 3TOM MOTYT BbiTb MPUUNHOM MNOABNEHVIS YrpO3

VMware Horizon obecneunsaet LeHTpann3oBaHHOE pasMelleHe CeaHCoB BMPTYallbHbIX
pPabouMX MeCT Nosb3oBatener ¢ NoMoLLbto y3na RDSH nav nynos BrpTyansbHbiX paboymx MecT.
KOHCOJ'II/I,ELaLlI/Iﬂ I'Ipl/lJ'IO}KeHI/II?I W JaHHbIX KOHEYHbIX nofb30oBaTeneln CHXaeT pacxodbl Ha
MHOPACTPYKTYPY, @ TakKe ONTVMU3MPYET YNPABNAEMOCTb M 3alnTy AaHHbIX. OfHAKO, MOCKOSMbBKY
nHorga 6€30MacHOCTb BUPTYasbHbIX Paboumx MeCT HapyLaeTcA, nx 6A1M30CTb K MHGPACTPYKType
LIOA ¢ koHdMaeHUManbHbIMM AaHHbBIMK CNOCOOCTBYET BO3HUKHOBEHWIO HOBBIX YTpO3.
3J'IOyMbILLIJ'IeHHI/IK MOXET MOJIYyUNTb KOHTPOb Haf BUPTYallbHbIM pa6ou|/|M MeCTOM 1
BOCMOSb30BATLCA VM AA MPOHUKHOBEHUA Ha bavxKaiiive cepaepbl. [pynnsl obecneyeHns
6e3onacHoOCTH AOJIKHbI MU30IMPOBaThb BUPTYallbHble pa6ou|4e mMecTa n 3a6J'IOI<l/IpOBaTb atakn

C FOPU30OHTaNbHBIM PACNPOCTPAHEHNUEM YTPO3.

PeleHwne: bpaHamayap SDF anda BMpTyanbHbix paboumx Mect

Pewenrne VMware NSX Service-defined Firewall (SDF) 3awuiiaeT ropr3oHTanbHbI CETEBON
TpadyiK B MHOroobMauHbIX Cpeax C MOMOLLbIO pacnpefenieHHOro OpaHamayapa ypoBHel
2-7 C coxpaHeHmnem cocToarna. bpaHamaysp SDF noanepxvBaeT AeTanv3npoBaHHyo
cermeHTauuio cetn IO BNNoTb A0 YpOBHA OTAENbHOM paboyel Harpy3sku. [pr 3Tom oH
obecneymsaeT naeHTUGVKaLMIO Nob3oBaTenen 1 npunoxeHnit. C nomMoLbio bpaHamayspa
SDF agMUHUCTPATOPbI MOTYT M30AMPOBATh 30HbI BUPTYaslbHbIX PAO0OUMX MECT OT OCTaNbHOWM
yacTn nHdpactpykTypsl LIO/, nposepaATs Tpaduk Mexay 30Hamm 1 611OKMPOBaTb BO3MOXKHOE
rOPV30HTaNbHOE PACMPOCTPaHEHME YrPO3.

O6blYHO Y NoNb3oBaTeNe eCTb PasNnYHble MNPaBa Ha AOCTYN K MPUAOKEHWAM 1 pecypcam Ha
OCHOBe ponelt (HanpvMep, AOCTYN K GUHAHCOBBIM CUCTEMAM eCTb TOMNbKO Y MpefcTaBmTenei
burHaHcosoro otaena). OaHako Ana CeaHCoB BUPTYanbHbIX Paboymnx MeCT MCMONb3yioTCA
oflMHaKoBble IP-afpeca nonb3oBatenen, 4to 3aTpyAHAET NPUMEHEHVE COOTBETCTBYIOLLMX

npaB AOCTyNa TOMbKO Ha OCHOBE MUCMOoNb30BaHWA IP-agpecos. bpaHamayap SDF obecneurvisaeT
MEXCETEBYIO 3aLLMTY Ha OCHOBE YUETHbIX JaHHbIX MOCPEeACTBOM MOMHOM UHTerpauymnm

¢ Active Directory. Takvm 06pa3om, aiMUHUCTPATOPbI MOMYT MCNOMb30BaTh OpaHamay3p SDF,
YTOObI KOHTPONMPOBATL JOCTYM MOMb30BaTENEN K PECYpPCam Ha OCHOBE UX FPYMM U YUYETHbIX
HaHHbIx Active Directory.

3awura 3awura nynos
nHpacTpykTypbl VDI BUPTYasibHbIX paboumx mect

YnpaBneHue fOCTYNom Ha
YPOBHe nonb3oBateneii
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KomnoHeHTbI ynpasneHus
Horizon

BHewHwnit nyn
paspaboTunKoB

PUC. 1. BpaHamayap SDF obecneuriBaeT 3awmTy VDI, BUPTYanbHbIX pabounx MeCT 1 MPUNOXEHNI



BpaHamayasp SDF gna BupTyanbHbix pabounx mect

CUEHAPUU NCMOJZIb3OBAHUA (cm. puc. 1)
3awmTa nHppactpyktypbl VDI. Vicnonb3yiite
pacnpeaeneHHyio apxmMTekTypy bpaHamayapa
SDF, utobbl 3awmtnts camy nHdpactpyktypy VDI,
B8 TOM YMCNe KOMMOHEHTbI ynpasnexua Horizon.

M3onAuma nynos BUpTYyanbHbIX pabounx
MecT. /130n1pyiiTe yA3BMMbIe BUPTYyabHble
pabouvie MecCTa nonb3oBaTenel OT OCTanbHOM
yacTn nHdpacTpykTypsl IO nocpencteom
cermeHTauuy ceTu ¢ nomoulbio bparamayapa SDF.

YnpaBniieHue OCTYNOM Ha ypPOBHe
nonb3oBartenen. Onpegenante NOAUTUKM
6€30MacHOCTM, OPUEHTVPYACH Ha YUeTHble
[laHHble NONb30BaTeNe 1 UX YNEHCTBO

B rpynne Active Directory. icnonb3yiite
6parHamaysp SDF, utobbl NpoBEPATL ¥ NPUMEHATDL
npasa ynpasneHuna JOCTYNOM Nonb3osaTenen

K Ha3Ha4eHHbIM NpunoxeHuam 1 pecypcam LIOL.

AONOJIHUTENIbHBIE CBEAEHUA

YT06bl Y3HaTb AOMONHUTENbHbIE CBEAEHMA

0 3alyMTe BaLWMX BUPTYaNbHbIX PAabOUMX MECT,
03HAKOMbBTECH CO CrleAyIoWMMI Pecypcami.
3a nogpobHon nHbopmaLver obpatlantech
K TOprosomy npepctasutento VMware.
VMware Horizon

NSX Data Center

bparomayap NSX SDF

Hezasucumoe mecmuposaHue peuweHus

OCHOBHbIE BO3MOMKHOCTU

®. PacnpepeneHHasa MukpocermeHTaymsa
))@L Bparamayap SDF ncnonb3yet BupTyansHyto cetb VMware NSX, utobbl n3onmposatb
1 CErMEHTMPOBATb PECYPChI HE3aBMUCUMO OT 6a30BOW dr3nyeckor cetu. Ero
pacnpeaeneHHan apxuTekTypa NoAAePKIBaeT NPOBEPKY CeTeBOro Tpaduka
C COXPaHeHVem COCTOAHMA 1 NPUMEHEHEe NOMUTUK Ha YPOBHE pabouyelt Harpy3ku.

Monutrkn Ha ypoBHe Nonb3oBaTenei

Bnaropapsa nHterpayum ¢ Active Directory (AD) 6paHamaysp SDF no3sonset
NPUMEHATb NOAUTUKIM 6@30NaCHOCTU Ha YPOBHE KOHKPETHbIX MOSIb30BaTeNA.
[NocTtyn nonb3oBateneit k BaxHbiM pecypcam LIO[] onpenenaeTtca uneHcTsom
B rpynne AD v npaBamu focTyna.

KomnakTtHaa mopenb Ha 0ocHOBe 06'beKTOB

MonnTrKM 6e30MacHOCTH OCHOBaHbI Ha 06LLEN MOAENN OOBEKTOB C MCMOb30BAHNEM
Takumx aTprbyToB, Kak T1n OC, umeHa BM v 3anucn Active Directory. 3Ta mogenb
VCKIIOYaeT 3aBUCUMOCTb OT BpeMeHHbIX IP-agpecos v cneunduruHbix aTprbyTos
TpaduKa. [Mpr 3TOM C NOMOLLbIO BCErO HECKOMbKUX MONUTUK obecrneurBaeTca
VM30NALMA BUPTYaNbHBIX paboumx MecT.

LlenTpannsoBaHHOe ynpasneHue
MonuTnkn 6e30NacHOCTV ONPEeRenATCA LEHTPANM30BaHHO 1 pacnpeaenaoTca

4 MO BCew ceT. LieHTpasbHas NOCKOCTb KOHTPOMA 06eCneunBaeT CornacoBaHHOCTb
BMPTYasbHbIX PabOUMX MECT 1 TMOPUAHON CeTH, CoCToALLeN 13 BM, KOHTeMHepoB,
anmnapaTHbIX MaLLVH 1 0bnauHbIX CEPBUCOB.

cnonb3osaHue VMware Horizon B coueTaHny ¢ 6paHamayspom

SDF obecneunBaeT 6€30MacHOCTb BUPTYasbHbIX Ppaboumx MecT

VMware Horizon — 3T0 KOMMAeKCHoe pelleHvie Ansa BUPTYanu3aumm paboumnx mect.
bpaHamaysp SDF nobasnaeT ypoBeHb 6€30MacHOCTH K BUPTYanu3aLmm paboumx mect. 310
obecneunBaeT 3aLUMTy BaxkHbIX pecypcos IO OT aTak ¢ ropr30oHTanbHbIM pacnpocTpaHeHnem
Yrpo3, HULMMPYEMBIX MOCPEeACTBOM BUPTYanbHbIX pabounx MecT nonb3osatenei. [pu
ncnonb3osaHun VMware Horizon 8 coueTaHmu ¢ 6paHamayspom SDF peanmsyioTcs
IKCMyaTaLMOHHble MPEnMYLLECTBA BUPTYabHbIX paboumx MECT 1 CBOLAATCA K MUHUMYMY
npobnembl, CBA3aHHbIE C 6€30MacHOCTbIO.

He3aBucumoe tectn poBaHMe

Coalfire, ogHa 113 BeayLLMX GUPM, NPEAOCTaBASIOWNX KOHCYbTALWN B 061aCTN
Knbepbe3onacHOCTW, NPOBENA HE3aBMCKMOE TECTUPOBAaHME BOIMOXKHOCTEN 3aLLMTbI
BUPTYasbHbIX pabourx MecT C MoMoLLbto OpaHamayapa SDF. TecTvpoBaHve, npoBeaeHHOe
akcneptamu Coalfire Labs, nokasano, uto 6paramaysp SDF MoxeT npefoTepallats KrbepaTaku,
ocyLiecTBAAeMble NOCPEACTBOM BUPTYaNbHbIX Pabourx MecT.
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