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BeepeHne

PacTyluee umicno CNOXHbIX aTak Ha KoprnopaTnsHble MHGOPMALIMOHHbIE PECYPChI Bbi3blBaET
00eCrnoKoeHHOCTb. Pasmep yuepba OT yTeukn AaHHbIX JOCTUIaeT B CPeAHEM OKOSO 4 MIIH AoNNapos!,
NO3TOMY AMPEKTOPaM Mo NHPOPMALIMOHHOM 6E30MacHOCTV HEOOXOAVMO UCKaTb CMOCOObI MOBbILLEHNA
YPOBHA KopnopamusgHot 6e3onacHocmu. YAcno aTak, OTHOCALMXCA K KaTeropum NPOLOMKUTENbHbIX
aTaK MOBbILIEHHOM CNOXHOCTM (APT), NOCTOAHHO YBENNUMBAETCA. 3N0YMbILLNEHHNKA HAXOAAT
HecTaHAapTHble Crocobbl NpoHVKHOBeHYS B LIO/], NpebbiBatoT B HEM Ha MPOTHAKEHUN HECKOMBKIX
MeCALEB 1 MCMOMb3YIOT BHYTPEHHNE KaHanbl Nnepeaayun AaHHbIX 414 AOCTUXKEHWA CBOVX Lienei

VI HapyLueHna 6e3onacHoCTy.

TpaAVLMOHHBI NOAXOA K 630MacHOCTY B OCHOBHOM OMVPAETCA Ha 3aLUMTy NepumeTpa — obecrneueHue
6e30MacHOCTV BepTUKaNbHOrO Tpadvika. [1pr 3Tom NpeanonaraeTcs, YTo ropy3oHTanbHbI Tpadwk B LIO/
3alMLLeH? Takum 06pas3om, TPaANLIMOHHbIM NOAXOA He CNOCOBCTBYET NPefoTBPALLEHNIO
NPOAOIKMTENbBHbIX aTaK MOBBILIEHHON CIIOKHOCTY.

Modens Hynegoeo 0osepus — 3TO NOAXOA, OPUEHTVPOBAHHbIN Ha yNyylleHve cpeacTs 3awwmTel LIOL.
OH npepycmaTprBaeT NpoBepKy Kaxaoro notoka tpadvika 8 LIOA. Mpv ncnonb3oBaHmnn mogent
HyneBoro aosepua HGpacTpykTypa LIOL pasaenaetca Ha HebonbLue 30HbI 6e3onacHoCTH. Tpaduk
MeX[1y 30HaMV NMPOBEPAETCA, YUTOObI 0beCneynTb ero COOTBETCTBYE NMOMAMTIKAM 0e30MacHOCTH,
onpeaeneHHbIM OpraHu3aLmen.

TpaguuroHHas cuctema MwuKpocermeHTaums Ha
6e30MacHOCTN nNeprumeTpa YPOBHE MPUNOKEHWI
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PUC. 1. CpaBHeHVe 3aluUTbl NepUMeTpa 1 MUKpOCerMmeHTaLum

MukpoceameHmayus — 3TO NOAXOA, Npeanonaralowui pasaeneHve nHdpactpyktypsl LIOM Ha
HebonbluMe 30HbI be3onacHOCTH (CM. pyc. 1). DakTUYECKM MUKpOCerMeHTaLma obecneymsaeT rmokmin
KOHTPOSb MOTOKOB TpaduKa Mexay BCemmn pabounmm Harpyskamul, mo3BoAAA agMUHUCTPATOPY
3alUyMLaTh ropY30HTanbHYO Nepefady AaHHbIX. [Jpyriumy cnoBamu, MUKpOCerMeHTauma noMoraet
peann3oBaTb MOAESb Hy1eBOro OBEPHA.

OnHako MUKpOCErMeHTaLms He peliaeT Npobemy NoHOCTbI0. HECMOTPSA Ha TO YTO KOHLENums
MUKPOCErMeHTaLM CYLIECTBYET ke HEKOTOPOE BPeMs, OpraHm13aLmm BCe elue CTasKm1BaloTCA

C NPENATCTBUAMM MpU ee peanusaunn. PacCMOTPYM HEKOTOPbBIE U3 MaBHbIX NPENATCTBAN /1
MCMOSBb30BAHMA MUKDOCErMEHTALMN.

« Mpo6nembl 06HapyxeHuA nonuTKK. OnpeeneHyie NPaBuibHbIX MUKPOCErMEHTOB 1 HACTPOMKa
HaaNexalmx NoAUTMK 6e30MacHOCTI OKa3bliBalOTCA UPE3BbIUaHO CIOXHBIMI 3afa4amil, OCOBEHHO
B AnHamuyHon cpeae LIO.

« CpeAcTBa KOHTPONA C OFPaHNUYEHHbIM BOCTYNOM. HeoCTaTOYHO MCMOMb30BaTh aTPUOYThI
yPOBH# 4 (Hanpumep, IP-agpeca 1 NopThl) B Ka4ecTBe OCHOBDI ANA MYKpOCcermeHTaumn. 13-3a
OMHAMUYHOCTY NMPUANOXEHWI 1 NOTOKOB TpebyeTca HeuTo bonbluee.

1. Verizon. 2018 Data Breach Investigations Report («<OTueT no pesynbratam nccnefoBaHuUsA yTeuek fJaHHbix B 2018 ),
anpenb 2018 .

2. SANS Institute. «<Hackonbko 3pdpeKTnBHa Balla cuctema b6esonacHocT?», 11 mapta 2020 T.
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« 3aBUCUMOCTb OT areHToB. B HEKOTOPbIX CTyYasx Ana BHeAPEHNA MUKPOCErMeHTaumnmn TpebyeTca
YCTaHOBKa JOMOMHNUTENbHbBIX MPOrPaMMHbIX areHTOB Ha KaxAyto BUPTYanbHyto MawnHy (BM), n3-3a
4ero BO3HMKAIOT CIIOKHOCTH U YA3BMMOCTH.

« OTCyTCTBUME CPeACTB OOHaPYKeHNA 1 NPefoTBpaLLeHNs Yrpo3s. Yrpo3bl YaCTo MacKMpYTCA
nop 06bIUHbIN TPadUK. HaCTPOVKM OCHOBHbIX NMpaBun 6110KMPOBKM TpadrKa HEAOCTATOUHO.

B anenyrowrx pasfenax Mbl PaCCMOTPVIM 3TV NMPENATCTBMA U NPEASTIOXKNM Crocobbl nx npeononeHus.

Mpobnembl 0OHaPYKEHNA MOMUTUIK

MuKDOCe?M@HmGuUﬂ NnoApasymMeBaeT pa3feneHmne cetn LlO)Zl Ha HebobLMe 30HbI 6e30MacHOCTY
N KOHTPOJ1b MOTOKOB Tpad)l/IKa mMexay H/MU. BHeupeHMe He BbI3blBaeT HUKaKMX CJ'IO}KHOCTGI;I, ecnun
3HaTb, rae yCTaHOBWTb FpaHWLbl CEerMeHTOB.

Bo MHOrVIX Ciydanx agMUHUCTPATOPbl CTPEMATCA NMPYMEHUTD MUKPOCETMEHTALIMIO K YKe MMetoLLeinca
apxutekType LIO/. Vimetowmeca Tononorum CRox)HbI ANA aHanvsa, NOCKOMbKY OHW MpeACTaBnaioT
COOOW NPOAYKT MHOTONETHero GpparMeHTMPOBaHHOTO Pa3BUTYA. JJOKYMEHTAUWA NO apxXUTeKType
MOXET OblTb HEMOHOW MW NPOCPOUEHHOM NMOO BOBCE OTCYTCTBOBATL. CO3AaHNe KapTbl akTyanbHOM
Tononoruu LIOJl — 3To MefneHHbI NpouUece, MoABePKEHHDIN oLmnbKam. [Monutrkiy 6e3onacHoCTy,
KOTOpble MPUMEHSAIOTCA Ha OCHOBE HEeMOMHOM MHOOPMALIMK 1 HETOYHOTO onpefeneHns, 0oblYHO
OCTaBNAIOT Cepbe3Hble Npobessbl B 3awuTe.
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PUC. 2. CoBpemeHHasA apxX1TeKTypa NpUIoxeHni

Vicnonb3oBaHvie Hoenwwx apxutekTyp LIOL Takxke conpsxero ¢ npobnemamu. CoBpemeHHble
NPUNOKEHNSA, KOTOPbIE 3anycKatoTcA B HOBbIX LIO/], yallle BCero He ABAAIOTCA MOHOMUTHBIMU U He
paboTaloT Ha BblAENEHHbIX cepBepaX. [1ofKOMNOHEHTbI MPUNOXEHNI OXBATHIBAIOT HECKOBKO
OVIHAMUYHBIX pecypcoB. OAHM NPUIOKEHWA Pa3faeneHbl Ha YPOBHW, Apyriie MOCTPOeHD! Ha 6ase
MUKPOCNYKO, @ HeKOTopble PaboTaloT Ha OCHOBE 0OMaYHbIX CEPBMCOB (CM. PUC. 2).

MoHVMaHMe aKTyanbHOWM TOMONOMMN MPUNOKEHWIA 1 MOTOKOB NepeaaUun AaHHbIX MEXY 1X
NOAKOMMOHEHTaMM AAeTCA HEMPOCTO. Kpome TOro, MOCKObKY MHOTMME NPUIOKEHWA AYHAMUYHDI
No CBOEW NPMPOLE, X TOMONOMA 1 NMOTOK Nepeaaur Co BpeMeHeM 13MEHAETCA.

AAMUHNCTPATOPbI JOMKHbI CO3AaTb KAPTy NPUAOKEHNI 1 MOTOKOB, KOTOPaa OTobpakaeT
aKTyasbHyIO TOMOMOTMII0 MPVAOXKEHWI 1 MOTOKOB Nepefaut AaHHbIX MEXXAY NMOAKOMMOHEHTaMM,
4TO6bI ONPefenuTs NOAXOAALLME NONUTUKM MAKPOCErMEHTALIMN.

Pa3paboTka Tako KapTbl NofpasymeBaeT cOop 1 aHann3 CBEAEHNI U3 HECKOMNBKMX MCTOYHMUKOB, TaKMX
Kak 6a3bl faHHbIX ynpaeneHnsa koHourypaumnamm (CMDB), nnatdopmsl ynpasnenua LIOA (Hanprvep,
VMware vCenter®) 1 )ypHansl Tpaduka. CoOpaHHble JaHHbIe UaCcTO OKa3blBAKTCA HEMOMHbIMM,

a MHoraa ObIBAlOT HECOrNacoBaHHbIMU. KpOMe TOTO, OHM M3MEHAIOTCA CO BPEMEHEM.
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Co3paaHue TOUHbIX KapT NPUIOKEHWI 1 NOTOKOB BPYUHYIO OTHMMAET MHOTO BPEMEHU 1 COMPAXKEHO
C PVUCKOM OWKOOK. M13-3a 3TOrO aMMHMCTPATOPbI MPUMEHAIOT 6eCCUCTEMHbIM NOAXOL, OCHOBbLIBaA

NOANUTUKIM 6E@30NACHOCTN MUKPOCErMEeHTaLUWM Ha Jorafikax 1 YCTapeBLIMX CBEAEHMAX. DTOT NOAXOL
NPVBOAUT K NOABNEHMIO NPO6ENoB B crcTemMe be3onacHoCTW, uto aenaeT LO yA3BMMbIM 1A aTakK.

Cneuvanvctel VMware onpeaenvny npobnemy C 0bHapyKeH1em NoanTYK 1 pa3paboTtanm
VMware NSX® Intelligence™ nnsa ee pewwerns. NSX Intelligence — 310 modysib pacnpedenerHHot
AHAIUMUKU, KOTOPbI aBTOMATU3MPYeT NPOLECC OOHapYKeHWA NONUTUK, KaK OMMCaHO HIXKE.

1. Mogynb NSX Intelligence, noaaepxmeaemblii ARYrMMIA UCTOUHMIKaMM AaHHbIX (Hanpumep,
VMware vRealize® Network Insight™), cobrpaeT ceefieHs 0 3amyLLeHHbIX MPUIOKEHNAX U 11X
NoTOKax Nepeaayn JaHHbIX. BbINOAHAETCA LIeHTPanv30BaHHbIM aHan13 CObpPaHHbIX CBeeHWIN.

2. B pe3ynbTaTe opraHv3aLmn nosyyaioT KOMIIEKCHY TONOrpaduyeckyto KapTy MPUNOKeHNI
11 MOTOKOB (CM. PYC. 3). AIMUHUCTPATOPbI MOTYT JIErKO YBUAETb GaKTUUYECKMe KOMMOHEHTSI
NPUNOXEHNI 1 MOTOKM Nepeayn faHHbIX Mexay HUMI. KapTa MeeT nepapxnyeckyto CTRYKTYpY,
UTO MO3BOSIAET NIENKO OXBATHIBATL KPYMHbIE CETU 1 YCTPAHWTb GaKTOp HeomnpeaeneHHoCT Npw
aHanvize TOnonorun.

3. Ha ocHoBe kapTbl Ha puc. 3 NSX Intelligence aBTomaTnuecky coCTaBnseT pekoMeHaaumnm
B OTHOLLEHNM NOAUTYK 6e30MacHOCTY ANA MUKPOCErMeHTaLMN. T peKoMeH4aLMN OCHOBbLIBAOTCA
Ha MOsyYEeHHbIX JaHHbIX O MOTOKAX 1 ONPefeNsioT, Kakue U3 HUX JOMKHbI ObiTb paspeLleHsbl.
OcTanbHble NOTOKM ONOKMPYIOTCA. TO eCTb GakTUUeCKn NPUMEHAETCA MOAEb HYNEBOTO JOBEPVIA.

4. ABMVHUCTPATOP MOXET MPUMEHNTL 3TN PEKOMEHAAUNM OAHMM HaXaTMeM KHOMKM. BolbpaHHble
NOAUTUKM PACNPOCTPAHAIOTCA Ha pacnpeaeneHHbIi bpaHamayap NSX v NPUMEHAIOTCA K Kax oMY
Y311y CeTu.

5. NSX Intelligence conocTaBnseT Tononorny ¢ NoAnTMKamM 6e30nacHOCTM 1 NpeaCTaBNAeT KapTy
COOTBETCTBYIA C LBETOBBIMU 0003HAYEHVAMM. AAMUHICTPATOPbI MOTYT CPasy OnpenennTb, Kakue
MOTOKM COOTBETCTBYIOT TPEOOBAHVIAM, @ KaKu1e HeT.

6. AODMVHICTPATOP MOXKET L0OABAATL UM U3MEHATL MOAUTVIKM 1 MPOBOANTL UTEPALIMM MPOLIECCOB.
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PUC. 3. KapTa npunoxeHnuii n notokos NSX Intelligence
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Cpe,CLCTBa ynpaBieHnA C orpaHn4yeHHbIM JOCTYNOM

[oHumMaHwue akTyanbHor Tononorun LIOL] nomoraeT onpeaenaTs, rae HeoOXOANMO NPUMEHUTD
NOAUTUKN MUKpOCcermeHTaumm. OAHaKo 3GdEKTVBHOCTb ITUX MONUTKK 3aBUCUT OT UX YPOBHS
CNOMHOCTH. MOXHO NPOBECTY aHANOMMIO C 3aLMTOM JOMA, KOTAia BO3MOXHOCTb YAEPKIMBaTb
B3/IOMLUVKOB CHapPYM 3aBUCUT OT C/IOXKHOCTI [JBEPHbIX 3aMKOB.

B ocHoBe 6OMbLIMHCTBA NONMUTUK 6E30MAaCHOCTY MYKPOCErMEHTALIMM NIEXKAT CEeTeBble NapameTpbl
YPOBH#A 4, TO €CTb UCXOAHBIN 1 LieneBol IP-afpeca 1 Homepa nopTos. Hanpumep, 4todbl
3a6n0KMNPOBaTL (MK paspelunTb) Tpaduk HTTP Mexay ABYMA y3NamMil, MOXeT NoTpeboBaTbCA
336110KMpoBaTh (MK paspelnTb) Tpaduk TCP mexay aTumu yanamm ana nopta 80.

MapameTpbl YPOBHA 4 onpenenanT MHOTVie CTaHAAPTHbIE CXeMbl MOTOKOB TPaduKa, HO He CTOWT
OXKWLATb, YTO 3N0YMbILLNIEHHVIKM CTaHyT MCMONb30BaTh CTaHAAPTHbIE Cxembl. Hanpumep, MHorve
aTaKw Obin OTCNExeHbl 10 TpadyiKa nopTa 80, KOTOPbI BbIFNAAUT BMOHE 6€30MaCHbIM.

Bonee TOro, NOCKOMNbKY COBPEMEHHbIE MPUNOXKEHNA 11 MOTOKM ANHAMMUHbI, OHY YaCTO UCMONb3YIOT
HenocToAHHble IP-agpeca 1 Homepa. MoNUTUKM 0e30MaCHOCTH MUKPOCErMEHTALMM JOMKHbI METH
BO3MOXHOCTb Pacro3HaBaTh Takye NMOTOKM, OCHOBbBIBAACH He TOMbKO Ha OBbIUYHbIX NapameTpax
ypoBHsA 4. Heobxoanmbl 6onee spdeKTvBHbIE «4BEPHbIE 3aMKI».

OpHako npobnema pacno3HasaHWa 6e30nacHbIX 1 Hebe30nacHbIX NOTOKOB TpadyiKa He OrpaHnyMBaeTCA
Homepamu nopToB. Hanpumep, ana HTTPS 06bluHO 1cnonb3yeTca nopT 443. MoXHO nv npu 3Tom
yTBEPXK/aTh, UTO MN0O0N TpaduK, NPOXOAALLMIA Yepe3 NopT 443, 3alwmiieH? He coscem. [ina Tpadvika
HTTPS MoryT ncnonb30BaTbCA PasHble BEPCHM MPOTOKOSMa 6€30MacHOCTY TPaHCMOPTHOTO YpoBHA (TLS),
Hanpumep TLS 1.0, 1.2 1 1.3. TIpeAnonoxmm, 4to Ham HeOBXOAMMO Pa3PELLNTb KCMOMNb30BaHME TONbKO
TLS 1.2 v 6onee no3aHux Bepcuin ana Tpadwka HTTPS. Kak 370 MOxHO caenath? Vicnonb3oBaHus

nopTa 443 B KauyecTse MHAVKATOPa HeJOCTaTOYHO ANA PaCNO3HaBaHWA COOTBETCTBYIOLLErO

¥ HecooTeeTCTBYIoLLEero Tpadvika HTTPS.

Ecnm Ham Heobxoammo BbIABNATL TPaduK HTTPS, TO Hy»KHO pacluMpuTb BO3MOXHOCTY CPeACTB
aHanu3a ana bonee rnyboKoro n3yveHuns Tpaduka v BoiasneHna Tpaduka HTTPS, He3aBrcMO OT
MCNONB3YEMOrO MopTa. ITO 3HAUMT, UTO CPEeACTBA aHanNM3a Tpaduka AOMKHbLI NOALEPXNBATH
MCMONb30BaHWE XapaKTEPUCTNK YPOBHA MPUIOKEHNI (YDOBEHD 7).

bpaHamaysp VMware SDF npefoctasnaeT WUPOKMIA CNeKTP BO3MOXHOCTEW YpOBHA 7 ANA
MVKpOCErMeHTaLmm (CM. puc. 4), B TOM Yncie cneayiolme:

WNHTepHeT

KOHTeKCT ceTu
5-tuple, ypoBeHb 7, 3KocucTema

KOHTeKCT nonb3oBaTens
VineHTndnKaTop nonb3osaTens,
ceaHc nonb3oatena RDSH,
3KOCKCTeMa

KoHTeKCT pabouen Harpy3km
MeTkn BM, rpynnel 6e3onacHocTy,
aKOCHCTEMA

[MepumeTp cetn

PUC. 4. ATpnbyTbl MMKpOCErMeHTaLumn ypoBHaA 7

« peHTndumkaTop npunoxeHUi. MonnTnki 6€30nacHOCTM MOryT 3aA€MCTBOBATb MAEHTUUKATOP
npunoxeHnn (ApplD), KOTOPbIN MCNONB3YeT aTPUOYThl YPOBHA 7 ANA MAEHTUOMKALMN
onpeneneHHoro Notoka. Hanpumep, aAMMHUCTPATOP MOXET OnpeaennTb CyK0y ¢ umeHem APP_
HTTPS_TLS_V12 ans obo3HadeHns Tpaduka HTTPS, ncnonbaytowero npotokon TLS 1.2. bpaHamayap
SDF ncnonb3yeT BCTPOEHHbIN MOAYIb MyOOKOro aHanv3a naketoB And NpYMeHeHNa NOANTUKM
B peXvme peanbHoro BpemMeHut. VicnonbsosaHve ApplD No3BonseT nepeiti oT 06bIYHOrO
onpeneneHya NOPToB K PacluMpPeHHbIM BO3MOXKHOCTAM aHanm3a Tpaduka, ynpolias onpeaeneHue
HamepeHWA aMUHUCTPATOPA.
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» WpeHTndmkaTop nonbsosatens. PacnpocTpaHeHvie MHGPaCTPYKTYPbl BUPTYanbHbIX paboumnx
MeCT MO3BONAET HECKOJbKMM MOb30BaTeNIAM MOAKMOUATHCA K OOHOMY CEPBEPY 1 MHNLMNPOBATb
C Hero 3anpoctl. [ockonbKy Nonb30BaTeENV MMEIOT pasHble Npasa JOCTYNa, BaxHO paspeLlaTb
(v 6nokMpoBaTh) TPadrK Ha OCHOBE pPeanbHOro UaeHTUdMKaTOpa Nofb3oBaTens. Hanpumep,
3aMpPOChl K NPUAOXKEHWIO OTAENa KajPOB AOMKHbI ObiTb pa3peLleHbl TONbKO AnA nonb3osatenei
C NPaBOM [JOCTYNa K 3TON KOHGmAeHLManbHo i nHdopmaumm. bpaHamaysp SDF nonaepvisaet
CNoMb30BaHKe aTprOYTOB MAeHTGMKATOPa NONAb30BaTENA ANA ONPEAENeHNA NONNTUK
MVIKpOCermeHTaumn. iaeHTndrkaTop nonb3osatens CUHXPOHU3MPYETCA C MHOPMaLIMel, KoTopan
XpaHuTca B Active Directory, uto No3BofAeT agMUHNCTPaTOPam onpeaenaTb MONUTUKN
6e30MacHOCTY, pa3peLLaroLme unm 6noknpyloLme Tpaduk Ha OCHOBe MAEHTUDMKATOPOB
nonb3oBaTenen, a He IP-agpecos.

« QunbTpauna URL-agpecoB. [1na 6bICTPOro BHeAPEHVA MOAENM «MPOrpaMMHoe obecneyeHrie
KaK ycnyra» v Ipyrvx 0bnayHbix CepBrcoB TpebyeTca rmbkas dunsTpaLva aapecos Ha3HaueHns
MHTepHeT-TpadwKa. YToObl NPUMEHATB Takylo dunsTpaumio, bpaHamaysp SDF noaaepxvsaet
npaBua NOANTUKM, KOTOPble TOYHO YCTaHABAMBAIOT NOMHOCTLIO ONPEAeNeHHbIe JOMEHHbIe
VIMeHa, NMO3BONAA aAMUHUCTPATOPaM Pa3peLlnTb TpadyiK, HanpaBneHHbIA Ha AOMYCTMbE
afpeca Ha3HavyeHwa (Hanpumep, office365.com), 1 GNOKKMPOBATL NOAO3PUTENBHBIE afpeca.

BosmokHocTv VMware ypoBHA 7 BbIXOAAT AaNeKo 3a npefentl npasuia ypoBHaA 4, UuTo no3gonaeTt
AAMMHUCTPATOPaM BbINMONHWTL pa3BepThiBaHKe bonee 3dpdeKTVBHbIX CpeacTs 3awmTbl B cet IO/,

33aBNCYMMOCTb OT areHToB

[oHMMaTbL TOMOMOTUIO U CO3AaTb KapTy MOTOKOB W MPUIOKEHN O4eHb BaXHO. He MeHee BaxkHa

V1 BO3MOXHOCTb ONPEeAENATb NOMNTUKN YPOBHA 7, KOTOPble MOTYT 6/10KMPOBaTb CIIOKHbBIE aTaKu.
OpHako MUKpOCermeHTaLMa He CMOXeT paboTaTb 6e3 BO3MOXKHOCTV MPOBEPKM Tpaduka B pexiume
PEeanbHOro BpemeHn 1 NPUMEHEHNA NONUTUK Ha KaxkAOM y3ne.

Kak npasuio, NpoBepKa ceTeBOro Tpaduka 1 NprMeHeHvie NOANTYK 6e30MacHOCT — 3afava
6paHamayspoB. OfHaKO MCMOMb30BaTh TPAAMLMOHHbIE GPaHAMAYIPbI [N1A MUKPOCErMEHTALMM CIIOXHO
Y CIMLWKOM Joporo. Y1obbl BpaHamMaysp MOT BEINOMHATb MPOBEPKY, TPadUK JOSKEH NPOXOAUTL Yepes
HEro. 3T0 BO3MOXKHO, eC/v Npubn3nTsL GpaHaMay3pbl K Tpadmky Uim Tpadrk K GpaHamayspam.
MepBbiit BapUaHT NpeaycMaTprBaeT pa3BepTbiBaHVie MHOXeCTBA YCTPOMCTB BpaHaMay3poB B ceTu,

a 3TO CJIOKHO 1 AOPOTo. Bropoit BapmaHT TpebyeT nepeHanpasneHus Tpaduka y3na Ha 6paHamaysp

1 06PaTHO, UTO CO3AaET AONONHNTENbHbIE 0OBEMBI TPADVIKA 11 HEHYXHbIE 3aePXKKU.

MOCKONbKY TpaaMUMOHHbIe OpaHAMay3pbl He MOAXOAAT AN PelleHns 3TVX 3a4ady, B HEKOTOPbIX
Cpefax C MukpoceameHmayuel Ha Kaxzabl cepeep yCTaHaBNMBAETCA NPOrPaMMHbI areHT 1 C ero
nomoLulbto akTvBKpyeTcs bpaHamay3p B8 OC cepeepa. PacCMOTPYM OrpaHrueHns 3TOro NOAXoa.

« CNOXHOCTb 13-3a pa3Hoo6pasus Bepcuii. B 6onbuivctae LIOL B n1060# KOHKPETHBIA MOMEHT
BPEMEHM MOXET ObiTb MHOXKECTBO BapuaHToB 1 Bepcuit OC. B pelueHmnsax no M1kpocermMeHTaLmnm,
B KOTOPbIX MCMOMb3YI0TCA GpaHamMayapbl OC, AOMKHbI yunThIBaTbCA pasHoobpasvie OC, ameHeHve
VIX BEPCUI 1 Pa3fnyHble BO3MOXKHOCTI GpaHAMAy3pa B KaX/0M 13 HYX. YNpaBieHue pasHbimm
Bepcuamy 6paHamayapos OC MOXKET CTaTb CIMLIKOM CIIOXHOW 3aauet.

MpuBunernposaHHbI AOCTYN. YTOOLI aAMUHMCTPATOP MOT YCTaHOBUTL U HACTPOUTL
nporpammHbii areHT B8 OC, emy noTpebyeTca NpUBMAErMpPOBaHHbI JOCTYN K cepaepy. [oayunts
Takow AocTyn GbiBaeT HempocTo. bonee Toro, NpefocTaBneHre NPYBMAETMPOBaHHOTO AOCTYNa
co3paeT ellje ofHy bpellb B CUCTeMe 0e30MacHOCTY, Yero opraHu3aLmm XOTAT 13bexaTb.

OrpaHunyeHHble BO3MOXHOCTU. bpaHamayapbl cepeepHbix OC MMeIOT COOCTBEHHbIE OrpaHMYeHIs,
KOTOpble pa3nnyaloTca B 3aBUcMMoCT oT OC. bonbluMHCTBO nocTasmkos OC Ans cepepos
NPeAoCTaBAAIOT TONbKO CPEeACTBa KOHTPONA YPOBHA 4 11 He Npef1aratoT niaH Mo BHeApeHWo
BO3MOXHOCTEW YPOBHA 7.

YA3BUMOCTb areHToB. [1porpammHble areHThl 06bIUHO PaboTaloT B 06acT Nonb3osaTens, a He
Anpa. B CBA3M C 3TVM 3710yMBILLIEHHNK, KOTOPbIV NOMyYaeT NPUBUIEMMPOBaHHDBIN JOCTYN K CEPBEPY
y371a, MOXET Nerko 0b0MTH areHT. B AanbHenwem 3n0yMbILNEHHVIK MOXET HEMTPaN130BaTh areHT

V1 OTMEHWTb BCE MOMNTHKM 6€30MacHOCTL.

neperpy)KEHHOCTb AAMUHNCTPATOPOB areHToB. bonbwurHcTBO AOMMHNCTPATOPOB 6e3onacHoOCTn
YNPaBndaoT AeCATKamMmm areHToB’. O6bIUHO VX He npenblaeT nepcnekTrBa B3ATb MNO4 KOHTPO/b elle
OOVH areHT AnAa ocyLecTBneHna MMKpoCcermeHTaumnn. PeweHns no MUKpPOCErMmeHTaymnm, Tpe6ymmme
,ElO6aBﬂeHl/lﬂ LOMNONHNTENbHbBIX areHTOB K yKe MMeIOLWKMMCA Y aAMUHNCTPATOPa, OTHMAlOT BPEMA,
HeO6XOﬂVIMO€ ONA BbINONIHEHWA APYrX 3aa4 No obecneueHno 6€30MacHOCTL.

w

. Forrester Consulting. To Enable Zero Trust, Rethink Your Firewall Strategy («[lepecmoTp cTpaTernn ncnonb3obaHus
6paHamMayapa Ana BHeApPeHUA MOAeN HyneBoro gosepusy»), despanb 2020 T.
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[ns cpaBHeHna: bpaHamaysp SDF BCTpoeH B runepsm3op (CM. puc. 5), 4TO YCTPaHAET HEOOXOAMMOCTb
YCTaHOBKM U HAaCTPOMKM oTaenbHoro MO Ha kaxkaor BM. MockonbKy GyHKUMIM NNOCKOCTM AaHHbIX NSX
OTHOCATCA K 06nacTv AApa, OpaHaMay3p 3alMLieH OT MOMbITOK 3/0YMBILLNEHHVKOB ero
HENTPan13oBaTh.

l\_lSX Manager
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TpaHcnopTHbIN y3en (E

PUC. 5. BcTpoeHHble dyHKUMM BpaHamayapa

Bparamayap SDF nHTerpnpoBaH ¢ OCHOBHbIMM ceTeBbIMM GyHKLMAMK NSX, uTo obecrneunsaeT ero
LOCTYN K KaXKAOMY MaKeTy 1 Kol paboyer Harpyske 6e3 oNONHUTENbHOM HACTPOVIKM UNn
nepeHanpasneHva TpaduKa.

Monutnkn 6e3onacHoCTH onpedenatnTca LeHTpar3oBaHHO C NMOMOLLbIO e,E(I/IHOI;I KOHCONN
ynpaeneHns NSX. [Mocne 3Toro oHM aBToMaTNYeCKn PacnpOCTPaHAKTCA AN1A NPUMeEHeHNA
Ha KaxXOom ysne.

YCTpaHnB HEOOXOAMMOCTb B YCTaHOBKE, HACTPOWKE 1 aAMUHUCTPUPOBAHN LOMONHUTENbHbBIX
NPOrpaMMHbIX areHToB, KOMMaHKA VMware NVMKBMAMPOBaNa ellie OAHO 3HaUUTeNbHOE NPenATCTBre
Ha NyTW K MUKpOCerMeHTaumm. AMUHUCTPATOPBI MOTYT COCPeOTOUNTECA Ha onpeaeneHun NoanTnK
6e30MacHOCTV ANA MUKPOCErMeHTaLMM 1 NO3BOUTL CUCTEME BbINOSIHUTD BCE OCTaNbHOe
ABTOMATNYECKMN.

OTcyTCTBME CpeacTB ObHapYXeHWA 1 NpefoTBpaLleH A Yrpo3

Mbl y>e pacCMOTPeNN CHIKeHMe COKHOCTW, CBA3AHHOW C onpefeneHrem nonutrk 6e3onacHocTy,
nob6asneHvie HeOOXOAMMbIX BOIMOXKHOCTEN YPOBHA 7 1 BCTPOEHHble B NnatGopmy GyHKLMN
6paHaMay3pa. ITW ynyULleHra NOBbILLAIOT SGHEKTUBHOCTL MUKPOCErMEHTaLMN 1 ee JOCTYNHOCTb.
OpHako 370 elle He Bce.

310yMbILLNEHHWKI MCMOMB3YIOT METOAbI MACKMPOBAHWA AN1A BHEAPEHNMA Yrpo3 B MOTOKM TpaduKa,
KoTopble BbIrMAAAT 6e3onacHbiMy. CpefcTBa MUKPOCErMEHTaUMN MAEHTUGULMPYIOT TUMbI MOTOKOB
Tpaduka, KoTopble AOMKHbI ObITb Pa3peLleHbl (MM 3ab10KMPOoBaHbI) Mexay cermeHTamn. OgHako 6e3
PACLIMPEHHbIX BO3MOXHOCTEN MPOBEPKM CPEACTBA MUKDOCErMEHTALIMN HE CMOTYT CAaMOCTOATENbHO
YCTPAHATb CKPbITbIE YrPO3bl.

CyLecTsytoT peLeHus, pazpaboTaHHble CreumnanbHo As 3TOro: cucmenmsl 0OHAPYKeHUs U

npedomepaujeHus smopxeHull (IDS/IPS) obecneunsaloT 3ddeKTMBHOE CKaHMpOoBaHMe Tpaduika,
MCNOSb3yA 3apaHee onpefenieHHble CUrHaTypbl AnA 0BHapyXeHWA yrpo3. Nocne obHapyeHuA
HeCyWwnit yrpo3y Tpaduk HemeaneHHo 6rIoKMpYyeTCs, UTobbl NMPeAoTBPATATL BO3MOXKHYIO aTaky.
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Pewerne VMware NSX Distributed IDS/IPS™ (cm. pyc. 6) MO3BONAET PACLIMPUTL BO3MOKHOCTH
MMKPOCErMEHTaLMM C MOMOLLbIO CPEACTB OOHAPYKEHWA Yrpo3.

NSX Manager
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e PacnpepeneHHbiii BUPTYyanbHbIii kommyTaTop NSX

TpaHcnopTHbIn y3en (ESXi, KVM)

PUC. 6. BcTpoeHHble cpeAcTBa 06HaPYKEHVA 1 NPefoTBPaLLeHUA yrpo3

PacnpepeneHHas apxutektypa pelwenuna VMware IDS/IPS npegocTtaBnaeT pag OCHOBHbIX
npenmMyLLecTs:

« MpoBepKa TpaduKa BLINOMHAETCA Ha KaXK/OM Y3/, UTO NMO3BOSIAET 130exaTb HEOOXOANMMOCTH
pa3BepTbIBaHWA AOMONHUTENBHBIX OTAENbHBIX YCTPONCTB.

- MpoBepKa c1rHaTyp ABNAETCA PacnpeneneHHON, UTo obecneurBaeT LUMPOKME BO3MOXKHOCTY
NPOBEPKM KaXKAOro NOTOKA.

+ Mockonbky NSX yunTbiBaeT 0CO6EHHOCTM PaboUMX HAarpPy30K, MPOBEPKA Ha OCHOBE CUrHATYP
NPOUCXOANT BBIOOPOUHO, B COOTBETCTBIMM CO 3HAHWAMM O 3aMyLIEHHBIX NPUAOKEHNAX.

« Ynpasnexne nonutkamu IDS/IPS BEINONHASTCA LIEHTPanv30BaHO BMECTe CO BCEMU MPOYNMIA
NONWTMKamM 6e30MacHOCTH NOCPEACTBOM YA0OHOMO 1 MactTabupyemoro petueHns NSX Manager™.

BcTpoeHHble Bo3amoxHoCTy IDS/IPS No3BonsAoT agMUHMCTPATOpaM KOHTPOMPOBATh MOTOKM
TpaduKa Mexay cerMeHTamu, a Takxe BbIABNATb M OCTaHaB/MBaTb CKPbITblE aTaKu.

3aknoueHmne

3aWmMTa KopropaTUBHBIX MHGOPMALIMOHHBIX PECYPCOB OUeHb BaXKHA, OCOOEHHO YUMTLIBAA PUCKM
N PACXoAbl, CBA3aHHbIE C KnbepaTtakami. MKpocermeHTaLna — 3TO HaflekHas cTpaTerus
MOBbILLEeHWA ypOBHﬂ 6e3OI'IaCHOCTI/I LlOLl OLI,HaKO TPaANUMOHHbBIE NOAXOAbl K MUKDOCErMEHTaL
CBA3aHbl CO 3Ha4YNTESIbHbIMM OrPaHNYEHUAMK, KOTOPbIE BITVAIOT Ha Bd)d)eKTI/IBHOCTb 1 BHe[peHne
3TOrO peLleHus.

Komnanua VMware co3pana peluervie VMware NSX Intelligence, koTopoe kapAnHanbHo ynpocTuno

¥ ONTVIMM3MPOBANO CO3AAHME HEOOXOAMMBIX NOANTYIK 6e30MacHOCTU. PacluMpeHHble CpeacTsa
KOHTPOMA YPOBHA 7 NMOBbLILWAIOT GGEKTUBHOCTb 1 YA0OCTBO YPABEHNUA NOAUTHKaMK 6€30MacHOCTH.
BO3MOXHOCTM BCTPOEHHOro bpaHamayapa (6e3 areHToB) ynpoulaoT pa3BepTbiBaHe 1 YCTPAHAT
HakfafHble Pacxofbl U PUCKM, CBA3aHHbIE C pelleHnammn Ha 6ase areHToB. HakoHel, bnarogaps
BCTPOEHHbIM BO3MOXHOCTAM IDS/IPS nonutrkm moryT obecneunBaThb 3aLymUTy OT CKPbITbIX aTak.

KomnaHua VMware cTana HoBaTopom B 001acTV MUKPOCErMEHTaLMK, BCTPOWB COOTBETCTBYIOL{ME
BO3MOXHOCTM B BMPTYasbHylo ceTeryto nnatdopmy NSX. MuKpocermeHTaums — 310 pe3ynbrat
NPUMEHEHWSA KOHLIEMUMIN BCTPOEHHOW CCTEMBI be3onacHocT VMware, CornacHo KoTopow CpeacTsa
6e30MacHOCTY BCTPaMBaloTCA B MHGPACTPYKTYPY, @ He A00aBNATCA K Hel B BUae HaacTpoek. VMware
NPOACIIKAET BHEAPATb NepefoBble MHHOBALIMM B 06M1aCT MUKPOCErMeHTaL M. BO3MOXHOCTH,
OMMCaHHbIE B 3TOV CTATbE, HE TOMBKO PACLIMPAIOT MCMOMb30BAHME MUKPOCErMEHTALIMN, HO

N YCTPAHAIOT Cepbe3Hble NPenATCTBIA Ha NYTU K ee BHepeHWIo.

TEMATUYECKAA CTATbA | 9


https://www.vmware.com/ru/products/nsx-distributed-ids-ips.html
https://www.vmware.com/ru/solutions/micro-segmentation.html
https://www.vmware.com/ru/products/nsx-intelligence-analytics-engine.html
https://www.vmware.com/ru/products/nsx.html
https://www.vmware.com/ru/security.html

vmware

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel (877) 486-9273 Fax (650) 427-5001 www.vmware.com

125284, Poccus, MockBa, yn. berosas, g. 3/1. Ten.: +7 (495) 212-2900 ®akc: +7 (495) 212-2901 www.vmware.com/ru

© VMware, Inc,, 2020. Bce npasa 3awvieHsl. ITOT NPOAyKT 3awmuieH 3akoHamy CLUA 1 mexayHapoaHbIMM 3akoHamu 06 aBTOPCKWX NpaBax U MHTeNNeKTyanbHo cobCT BeHHoCTW. MpoaykTsl VMware
3aLMILIEHDI OfIHVIM /I HECKOSbKUMIA MATEHTaMV, NePeUNCIEHHBIMIA N0 apPeCy VMmware.com/go/patents. VMware ABNAETCA 3aperMCTPUPOBaHHBIM TOBAPHbIM 3HAKOM KOMMaHun VMware, Inc.

v ee fovepHyx Komnanmi 8 CLUA 1 apyrix cTpaHax. Bce oCTanbHbie 3HaKu 1 HaMMEHOBAHMA, YTIOMAHYTHIE B 3TOM JOKYMEHTE, MOTYT BbiTb TOBADHBIMIA 3HAKaMIM COOTBETCTBYIOL|MX KOMMaHMI
Homep no kaTanory: 485849ag-wp-four-barrs-micro-segmntatn-a4-Final 3/20.


http://www.vmware.com
http://www.vmware.com/ru
http://vmware.com/go/patents

