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aBoONOUNA NPUNOXEHUN N UHOPACTPYKTYPbI

CTpeMuTenbHO pacTyLLmiA CNPOC Ha NPUMOXEHNS 1 COBPEMEHHBIE apXUTEKTYPbI MPUIOXEHWI, Takne Kak MUKPOCNYXObl, 3acTaBnsaeT
nepecmaTpvBaTb METOAb! ypaBeHUsi KOPNopaTUBHOWM MHAPACTPYKTYpoi. OpraHm3aummn BelonpatoT Noaxoabl, OPUEHTUPOBAHHbIE Ha
NPUIOXEHWS, BblAeNas 3Ha4YMTENbHbIE CPeACTBa U Pecypchbl AN HENPEPbLIBHOrO NPeAoCcTaBneHns ycnyr, BHeapeHusa metogos DevOps u
aBTOoMaTtusaumm pyTuHHbIx M T-npoueccoB n 3agady. MoTpebHOCTb B MPUNOXKEHUSIX NPOAOMKAET pacTu, MOSTOMY BaXHO eLle pas
npoaHanu3npoBaTb NPeAoCTaBNeHNe CNyxX0 NPUNOXEHUI B pa3nn4yHblX LeHTpax 06paboTku AaHHbIX M obnayHbix cpegax. Cm. puc. 1.
Kpome Toro, CnoxHocTb 1 Maclutab MUKpocnyx6 3aTpyaHSOT ynpasneHue Tpadukom. TpagnumoHHble 6anaHCUpPOBLLMKM Harpysku He
CMpaBnsitOTCA C HOBbIMU 3aja4amMu, BKMOYas BXOAALLMIA BEPTMKaNbHbIN TpaduK 1 LLM03bl MEeXY KracTepamMmmn KOHTENHEPOB.

MpunoxeHus B
HECKONIbKMNX
MHPaACTPYKTypax

o ] . - - . B KOHTEIHEPE
. #Te - A : B HECKONBbKUX NY6AUYHBIX
M 4 B S W NOKanbHbIX 06nakax
o I il BUPTYA/IbHbIE
B 2-3 o6nakax

MOHO/IUTHbIE

B noKanbHoi cpeae

Bonee pacnpegeneHHas UHPPACTPYKTYpa NPUNOKEHUN

Puc 1. CoBpeMeHHbIe BbIUUCIUTENBHbBIE CPEAbI: IBOMIOLMUST apXUTEKTYP U MHAPACTPYKTYPbI NPUINOXKEHWUI

MOTPEBHOCTbL B HOBbIX CTPATEIMAX BAJTAHCUPOBKN HAIPY3KU

Ctpaterumn 6anaHcupoBKM Harpy3kun, OCHOBaHHbIE Ha YCTPOMCTBAX, HE MO3BOSISIOT a4anTUPOBaTLCS K ObICTPLIM U3MEHEHUSIM B
OVHaMUYHbIX cpefax. YcTapeBLlume 6anaHCUpoBLLMKM Harpysku, Takke Ha3blBaeMble KOHTPOSiepaMy NpeaoCcTaBeHUst MPUIOXEHWI
(ADC), He MOryT NOACTPOUTLCS NOA MeHsiIoLMecs TpeboBaHMsl, YTO BO MHOTUX CryyYasix NPUBOAUT K 3afepKkaM pa3BepTbiBaHUs
NMPUINOXEHWI, YpE3MEPHBLIM pacxofam v U3BbITOYHON MHULManM3aumMn. Ecnm rosopuTs 0 pasBepTbiBaHUN HOBbLIX MPUIIOXKEHUI U YCTaHOBKE
06HOBNEHWI, TO B BOMbLUMHCTBE OpraHM3aLuii HabnaaeTcst cutyaums, nokasaHHasi Ha pyc. 2. OpraHusaumsM Heobxoammo cobnogaTb
Lienu no HenpepbIBHOMY NPeAoCTaBMNEHMNIO, MO3TOMY OHU HE XOTAT XAaTb MHULMANM3aLum NpuoxXeHun Unu BUpTyanbHbIX YCTPOWUCTB U
PY4YHOW HACTPOMKN KOHUrypaLuuii, 6e3 KOTOPbIX HEBO3MOXHO NMPOBECTY pa3BepTbiBaHUE U OOHOBREHME NpunoxeHuii. OpraHnsauum
XOTST Ucnonb3oBaTh 6anaHCcMpOBKY Harpy3ku kak ycnyry. Kpome Toro, annapaTHble KOHTPOMNepbl NPeLoCTaBNEeHNS NPUMOXEHNUI He
oTBEYaroT NOTPeBHOCTAM B MacLUTabnpoBaHUm U MHOTO06auHbIX cpefax, YTo NMPUBOAUT K MEPEOCMbICIIEHNIO CTpaTErvin ynpaBneHust
TpaduKOM B pasnuyHbIX cpeaax.

Ectb nin MpasunbHo Nu  NMpoussoauTenb-
6anaHcupoBIMK? BhiGpaHa cpepa? HOCTE?, Pecypcbi? 3aeucumoctu?
— roToBO
OntumaneHble  BbiGop/nokynka Hactpoiika MapLupyTusaums,
p Pbl Gar 6GanaHcup NonmTHUKa 6p yapa

BNAOENEL 3AMPOC

MPUMNOXEHUA B
TOTHER }}} -

Hacrpovu(a Hactpoitka_ Pesepawpoaanme To xe AnsA pesepBHON

ayTeHTud KOHcurypauum

Puc. 2. Cnyx6bl NPUNOXEHNA OTCTalOT OT TEMMOB pa3BuTUsi brusHeca
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OPIAHN3ALINN, OPUEHTUPOBAHHbLIE HA NMPUITOXEHNA

Opl’aHVI3aLI,VIVI, OpPUEeHTUPOBaAHHbIE Ha NPpUNoXeHus, Bbl6l/|pal0T cepBuUChbl NnpegocTaBneHna I'IpMJ'IO)KeHI/IIZ, obecneunBaroLLme rmbkocTb
aKcnnyaTauum n BO3MOXHOCTb HEMpepbIBHOINO npeaocTaBiieHnAa B pas3findHbIX cpenax. Vv Tpe6y}0Tc9| CepBUCbl Ha OCHOBE AaHHbIX,
nogaepXxmearLme BO3MOXXHOCTU CaMOOGCJ'Iy)KVIBaHI/IH On4a snagenbues I'IpVIJ'IO)KeHVIVI 1 aBTomMartumaaumo ana NT-otaenos.

OkenepTol IDC Bpag Kericmop (Brad Cascemore) n Matteto MapaeH (Matthew Marden) npegcraBunu cBov B3rns4 Ha Ty TEHAEHLMIO
GanaHcnpoBKM Harpysku B TemaTudeckon ctatee «A Study of Enterprises Using Next-Generation Application Delivery».

«B cBA3M ¢ HacyLHOW HEOBX0ANMOCTbLIO LMGPOBOI TpaHCAOPMaLMK KpYMHbIE KOMMNaHWU U Opyrie opraHusauum
BHEAPSAT CTpaTerm MHorooGnayHbIX cpef, 3HauMTernbHO MNoBbILaLLne aganTUBHOCTbL Gu3Heca u
YCUNMBaOLLME KOHKYPEHTHbIE NMPernMyLLecTBa.

K coxaneHuto, cyllecTBytoLLas MHPPACTPYKTypa NpeoCcTaBeHns NpunoXxkeHuii 6bina paspaboTtaHa Ans cuctem
"kKnueHT/cepBep" N He oTBeYaeT HOBbIM MOTPEOHOCTAM. Puanyeckme annapaTHble KOHTPONEPbI
npepoctaBneHus npunoxeHuin (ADC) nmenu cMbicr, Korga Mexagy npurnoXxXeHnsiMm u cepsepaMu B
KOpnopaTUBHOM LieHTpe 00paboTku AaHHbIX CyLLEeCTBOBarna B3aumMocBs3b "oguH K ogHoMy". OgHaKo OHM NI0X0
npucnocobneHsl K 06raYHbIM cpefam, roe Yacto TpebyeTcs rmbkoe BepTMKanbHOE MacluTabupoBaHme B
COOTBETCTBUM C MEHSALLMMUCH TpeDOBaHNAMN NPUNOXEHUI U MoaensMn Tpaduka. [axe nossneHune
BMPTYyanbHbIX KOHTPOMMEPOB NpegocTaBneHus npunoxexHun (VADC), KOTOpbIe C TOYKM 3pEHUS apXUTEKTYpPbI Mo-
NpexXHemy SBMANNCL YCTPONCTBaMU, HE PELLMIO BCE 3TW NPOOMEMbI.

CnepoBaTtenbHO, BO3HMKNA NOTPEOHOCTL B Boree aganTyBHOW, 9NacTUYHON, pacnpeieneHHon 1
COrnacoBaHHON apXUTEKTYpe NpeaocTaBneHns npunoxeHmn. Hactynun nepuoga, korga koHtponnepbl ADC
OOMKHbI MEPENTU B KATErOpUo CNy>X6 MPUITOXKEHWI, 3NTAaCTUYHbIX MYNOB CeTEBbIX CNYX0 1 cnyx6 6e3onacHocTy
(Tak HasbIBaeMbIx crnyxb ypoBHsi 4—7), KOTOpble 0OecnevmBaloT ONTUMarnbHOE pa3BepPTbIBAHME NPUNOXEHNI, a
TakKkKe JUHaAMUYECKYI0 NOAAEPXKKY JOCTYMHOCTU, MPOM3BOAUTENBHOCTU U 6€30NacHOCTU NPUNOXKEHUAY .

NCMOJIb3OBAHVE PYKOBOACTBA

[aHHoe pykoBOACTBO nokynaTens 6anaHCUpPOBLUMKOB Harpy3ky OCHOBAHO Ha MCCRefoBaHUsAX, NyYLLNX MeToamnkax u 6ecegax ¢
afMVHUCTpaTopaMu CeTu 1 cneumanucTamm no akcnnyataumm UT-cuctem ns 6onee yem 500 KpynHenHLInX komnaHun myupa. B
PYKOBOACTBE NpeAcTaBneHbl pekoMeHAaumm no Belbopy cry6 npunoxeHuin, COOTBETCTBYHOLLMX TPEGOBAHNSIM COBPEMEHHbIX LIEHTPOB
06paboTky AaHHbIX Y UHULMATBaM MO BHeAPeHWo ny6nuyHoro obnaka.

WNHdopmaums crpynnupoBaHa no pasgenam, HaunHas ¢ npefBapuTeribHOM OLEHKM TEKYLLIMX BO3MOXHOCTEN NpeaocTaBreHust
npunoxeHuit. laHHble, cobpaHHble Ha 3Tarne NpeaBapUTENIbHONM OLEHKM, MOXHO UCMONb30BaTh Npu paspaboTke NporpamMmmHo-
onpeaensieMor ctpaTernm cnyx6 NpunoXeHuin, KOTopasi NO3BOSNUT YNyYLLUTL aBTOMATU3ALMIO CMYXO NPUNOXKEHWI U ONTUMU3NMPOBATL
npotiecchl. KOHTPOMbHBINA CMMCOK B KOHLIE PYKOBOACTBA MOMOXET ONpeenuTh rMaBHble NPUOPUTETHI NPpY BbiIGOpE peLleHuii Ans
KOPMopaTUBHbIX CIYXG NPUIOXEHNIA.

TEPMWHbI 1 ONPEOEJIEHNA
Cnyx6bl NpUNoXxeHUn

CJ'Iy)K6bI 6al'laHCVIpOBKV| Harpysku, 6es3onacHocTuW, aHanuaa, MOHUTOPUHIa npon3BoanUTENbHOCTU N BU3yanundauun, npegocraBndemMblie
TPaaULMNOHHBIM KOPNOPAaTUBHLIM NPUITOXEHUAM U NMPUNOXKEHNAM MVIKpOCJ'Iy)K6.

BanaHcupoBKa Harpy3ku

lMpouecc pacnpefeneHns ceTeBoro Tpadguka Mexay HecKoSbKMMU cepeepamu. ATOT NpoLecc NpeaoTBpallaeT neperpysky oTaenbHbIX
cepBepoB. banaHcypoBka Harpysky NoBbILLAET BPEMS OTKMMNKA U OTKa30yCTOMYMBOCTL MPUNOXeHU. Kpome Toro, oHa noBbILLaeT
[OCTYMHOCTb NPUIOXKEHWIA 1 BeB-calToB Ans nonb3oBaTerneil. COBpeMeHHble NPUNOXEHNs! He MOryT paboTaTs 6e3 6anaHCMpOBLLVKOB
Harpy3ku. BanaHcupoBka Harpysku obecrneynBaeTcsi TMGO yCTPOMCTBaMU (annapaTHeIMU UMK BUPTYanbHbIMK), NGO HOBLIMU
nporpaMmHo-onpeaensieMbiM1 peLLeHUsSIMU.

MHoroo6nayHble cpegbl

Mcrnonb3oBaHne HECKOMbKUX 061auHbIX BEIMMCTIUTESbHBLIX PECYPCOB U CRYKG XpaHEHWst AaHHbIX B O4HOW CETEBO apXUTeKType. ATOT TEpMUH
OTHOCUTCA K pacnpocTpaHeH1to 0bnayHbIX PecypcoB, MPorpamMMHOro obecredeHus, MPUIOKEHWIA U APYTUX PECYPCOB B HECKOMbKMX 0BMayHbIX
cpepax. MHoroobnayHasi cpefa npussaHa yCTpaHuTh 3aBUCMMOCTL OT OAHOMO MOCTaBLUMKa Unv 3K3eMMsispa obnaka.
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MPEOBAPUTENBHASA OLIEHKA TEKYLLMX BOSMOXXHOCTEW BAITAHCUPOBKU HAMPY3KW

OueHnTe TekyLMe BO3MOXHOCTU KOPMOPaTUBHbBIX CMYX0 NPUNOXEHWA. 3anuwmte oTBETLI Ha CriedyHoLme BONpPOChl, YTOGbI MOHATL CBOU
NoTPeBHOCTM 1 BbISIBUTH acnekTbl, TpeGytoLLme ynyyLleHus!.

1. Y710 ncnonb3yeTcs B Ka4eCTBE OCHOBHOIO peLueHnst Ans 6anaHcMpoBKM Harpy3ku: annapaTtHoe yctponctso ADC, BupTyanbHoe
ycTponcteo ADC, 6anaHCMpOoBLLMK Harpy3ku NocTaBLyuka 06nayHbIX YCryr Unun peLleHne ¢ OTKPbITbIM UCXOOHbIM KOAOM?
2. CootBeTcTBYET N TekyLyee peweHne ADC Balimm noTpebHOCTAM MO creayoLwmm Kputepusim?
a) aBTomMaTu3aums

6) nogaepxka MHOroobnayHbIx cpes
B) NPYMEHMMOCTb K CLieHapusim pa3paboTku/TecTupoBaHus
r) NPOn3BOANTENBHOCTb U MaclLTabrupyemocTb
[) COBOKyMHasi CTOMMOCTb BafeHust
3. Kak yacto BaM NpuxoamTCsa BHOCUTb M3MeHeHUs B koHdurypaumto ADC? CKkonbko AHEN unu Hegenb B CpeAHeM 3aHUMaeT

BbIMNOJIHEHNE 3anpOoCOB Ha n3mveHeHne?

4. Kakou noaxop npuMmeHdaeTca Ana noucka n yctpaHeHna Henonagok FIpI/IHO)KeHI/IVI U BblABNEHNA Taknx np06neM, KaK 3aepPXKu,
CHWXeHne npon3BognuTesribHOCTU 1 I'IpO6J'IeMbI ©esonacHocTn?

5. Wcnonb3aytotcsa nu B Tekywem peweHun ADC cneumanmanpoBaHHble annapaTHble ycTpoicTsa? MNo3BonseT nu 3To pelleHne
MCMONb30BaTh BbICOKONPON3BOAUTENbHbIE cepBepbl X867

6. Kak BbinonHsieTcs mactabmpoBaHne 6anaHCcMpoBLLMKOB Harpy3kn? CKONMbKO BpEMEHU 3aHMMAET 3TOT npouecc? TpebyeTcs nn
npuodpeTeHne 1 nHUUManmM3aumsa 4ONOSNHUTENbHbIX annapaTHblX YCTPONCTB?

7. Kak yacTto HabntogaeTcs n3bbITOYHasA MHULManm3auust 6anaHCcMpoBLLMKOB Harpy3kn? Hackonbko 6anaHCUpOBLLMKM Harpy3km
COOTBETCTBYIOT 06beMam Tpaduka B pexrmMe peanbHOro BpemeHn?

8. ECTb N1 y Bac BO3MOXHOCTb LIeHTpanM3oBaHHOro aAMUHUCTPYPOBaHMS BCEX PECYPCOB GanaHCUPOBKU Harpysku B LEHTPE
00paboTkn AaHHbIX UnNn B obnakax?

9. TpebytoTcs nn pasHble pelleHus 6anaHcupoBKM Harpy3ku Ans obnaka u LeHTpa obpaboTkn AaHHbIX?
10. MossonsieT nu ADC aBTOMaTUYeCKN MacLUTabnupoBaTh NPUINIOKEHUS C YHETOM NMOPOroBbIX 3Ha4YeHWI Tpaduka?

KOHLIEMUMA COBPEMEHHbIX CITY>KB

=
BAJTAHCUPOBKW/ HATPY3KU E KOHTPOJJIEP AVI
Cnyx6bl NpunoxeHni, pazpaboTaHHble C y4eTOM NPOrpamMmmHoO- E
onpefensieMbiX MPVHLMMOB, AOMKHbI OTPaXaTb Liefnv aBTomMmaTm3aumm 1 E
nporpaMmmmnpyemMocTu Ansi LieHTpa 06paboTku AaHHbIX U UHULIMATUB MO g
BHeApeHuIo obnaka. Bcé 6onblue opraHusaumin BHepsitOT cTpaTerum § A
MacLITabupoBaHns BE6-NPUMOXEHUIA, MOITOMY CIyXObl MPUMOXEHW, E :
OCHOBaHHbIe Ha cneuman13npoBaHHoM obopyaoBaHuy unu :
npuBsiI3aHHbIE K 04HOM cpeae (LeHTpy 0OpaboTku AaHHbIX U obnaky), E Cof) ! i
CTaHOBSITCS OrpaHuyeHnem. Ytobbl yaoBNeTBOPUTL Kak TEKYLLUE, TaK U = rgﬁ rrrrrrrrrr o—@o e T
HOBble TPebOoBaHWSA opraHn3aLuii, OPUEHTUPOBAHHBIX HA MPUMOXEHUS, = -—
pPEKOMEHAYETCH U3Y4nNTb NPEeACTaBMNEHHYIO HUKE NPOrpamMmMHO- - ) C’J\
onpefensiemyto CTPYKTypy cnyx6 npunoxeHui (cm. puc. 3). MasHbIN 'é r&j ----------- O—@o --------- - be
APXUTEKTYPHbLIN MPUHLMM 3TON KOHLENLUM 3aKioyYaeTcs B pasgeneHnm = aws )
MMIOCKOCTU YNpaBeHus 1 NoCKOCTY npedocTasneHns cnyx6. MNosgHee = C“ﬁ?»ﬁ(ﬂéﬂ:lw “;;::j:w

Bbl CMOXeTe yGGLI,MTbCﬂ, YTO 3TO NpenocTaBndeT aAnda CUCTeMbl ropasao
BonbLue BO3MOXHOCTEN MO CpaBHEHUIO C UCXO4HbIMU CJ'Iy)KGaMM

6anaHcMpoBKY Harpy3ku. PaccCMOTPUM KOMMOHEHTbI 3TON apXUTEKTYPbI. Puc. 3.

MnockocTb AaHHbIX Cﬂy)|(6 ﬂpVIHO)KeHVIVI

MpegocTasnexne cnyx6 B NporpaMMHo-onpeaenseMbIX apxXMTeKTypax Cryx6 npurioXeHuit ocyLecTenseTcs Ha
pacnpeeneHHol NoCKOCTU AaHHbIX, COCTOSILLENR U3 NPorpaMMHbIX 6anaHCMPOBLLMKOB Harpysku, KOTopble paboTatoT Ha
NOGLIX CTaHOAPTHBIX cepBepax x86, BUPTyaribHbIX MallMHaX, B KOHTEHepaXx W B NyGNUYHbIX 0GNayHbIX cpeaax.
BanaHCUpOBLUMKM Harpysku B 3TOM NIOCKOCTW AAHHbIX pacrnonaraloTcst B COOTBETCTBUM C TPAGUKOM NPUIOKEHNA.

OHV HenpepbIBHO coBUPatoT 1 NepeaatoT AaHHbIE TENIeMETPUM NPUMNOXKEHUI B MIOCKOCTb YrpaBneHus. banaHcupoBLmKm
Harpysku MoryT 6biTb pacrnpegesieHbl Mo LeHTPY 06paboTkM AaHHbIX 1Ny o6nayHoi cpeae v NpeacTaBnsaTb coboii nyn
pecypcoB, KOTOpble MOXHO pa3BepHyTb Beaae, rae TpebytoTcs crnyx6bl npunoxeHui. Bnarogaps 6onee BbICOKON
BbIYMCIIUTENBHO MOLLHOCTU CEPBEPOB X86 3TU NporpamMmmMHble GanaHCUPOBLLMKA Harpy3Kky NO3BOSISIOT CHU3UTL 3aTpaThl 1
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obecneyrBaloT aNacTUYHOCTb, BbICOKYHO NPOM3BOANUTENBHOCTb Y AOCTYNHOCTL Cry6. MporpamMmmHble 6anaHCcMpoBLLVKA
Harpy3kv MOXXHO pa3BEPHYTb A1si IPEAOCTABNEHNS CIYXG, NPUONIKEHHBIX K PaKTUYECKOMY MPUMOXEHUIO, UNK Jaxe
oTAernbHbIX Cyx6 Ans Kaxaoro npunoxeHus. bnarogaps aTomy ycTpaHsieTcsl Heo6X0AMMOCTb B pasBopoTe Tpaduka Ha
nepuMeTp CeTu, kak B Criy4ae ¢ annapaTtHbiMK yCTpoiicTBaMu. bonee coBpemMeHHbIe apXMTEKTYPbI NMPUNOXEHNI, BKIOYast
MUKPOCHYObl, BEIUIPbLIBAOT OT 3TOro noaxoaa bnarogaps AMHAMUYHBIM U TOYHBIM Cry>k6amM NPUNoXXeHUi, KoTopble
NpeaoCTaBnsTCA NPOrpaMMHO-ONpPeaensieMon apXuTEKTYPO.

KoHTponnep cnyx6 npurnoxeHun 1 NIOCKOCTb yNpaBrieHusl

KoHTponnep npeactaBnseT NNOCKOCTb YNPaBreHUs U ABNSETCS LIeHTPOM yrpaBreHns 1 BUusyanvaauum Bcei MaTpuLbl.

OH aBTOMaTU3NPYeT aAMUHUCTPUPOBAHME U MacLLTabrpoBaHue pacrnpeaeneHHbIX NporpaMmMHo-onpeaensiemblx crnyxo
NPUMNOXEHWIA HA NIOCKOCTM AaHHbIX. B 0TnMune oT AncneTyepoB 3k3eMMnnsipoB, UCMOMNb3yeMbIX B TPAAULMOHHBIX PELLEHNUSX 1
TpebyoLMX PyYHOW HACTPOWKV 1 aAMUHUCTPUPOBAHUS, KOHTPOSMEP LIeHTPan1M3oBaHHO yNpaBnseT BCeMu cryxdamm
6anaHCcpOBKM Harpysku1, KOTOpble NPEAOCTaBNATCS Ha BCEW NNOCKOCTW AaHHbIX. KOHTponnep npuH1uMaeT 1 aHanusnpyet
HenpepbIBHbIN MOTOK AaHHbLIX TENEMEeTPUN NPUNOXKEHNI, OTNPaBnseMblx pacnpefeneHHbIM1 6anaHcpoBLLMKaMU Harpy3kv 13
pasnuyHbIX cpel. Ha ocHoBe Nomy4eHHbIX AaHHbIX MPUHMMAIOTCS PeLLEHNs O pa3MeLLeHUN Cnyx0, aBToMaTU4eckom
MacLuTabrpoBaHm 1 BbICOKOW AOCTYMHOCTY ANS KaXAoro npunoxenus. banaHcMpoBLLMKK Harpy3ku MOXHO pa3BepHyTb B
HECKONbKMNX cpedax nof ynpasreHvem KOHTponnepa (B LeHTpe 06paboTkv gaHHbIX Unn nybnmyHom obnake). Hmke
nepeyncreHbl OCHOBHbIE KOMMOHEHTLI KOHTpOrepa.

OucneTtyep XKMU3HEHHOro LMKIa: aBTOMaTU3MPOBaHHOE co3faHue, pasmelleHue, MaCLLITaGMpOBaHMe n
BbICOKasA AOCTYNHOCTb cny)K6

MocKosbKy 3/1IEMEHTbI MAOCKOCTU AaHHbIX Pa3MeLLaoTCsl Ha TMMOBOM 060pYyA0BaHUM, UX MOXHO AMHAMUYECKN
pasBepThIBaTh UMM COKpaLLaTh Be3ae, rae TpebyTcs cryxObl Ui ropr3oHTansHoe MaclutabuposaHme cryxo.
YnpaBneHue Xu3HeHHbIM LMKIIOM 6anaHCMpOBLLMKOB HAarpy3ku B MIIOCKOCTY AaHHbLIX OCYLLECTBIAETCS C MOMOLLb0
ZAucrneTyepa XU3HEHHOIO LMKNa, B COOTBETCTBUM C NOMUTUKAMM, HACTPOEHHbIMM aMUHUCTPATOpaMu B NIIOCKOCTM
ynpasneHust. MNnockocTb yrpaBrieHUs Takke NOMOraeT OTCleXmnBaTb «paboTocnoco6HOCTb» CUCTEMBI U pearpyeT Ha
c60U KOMMOHEHTOB Y U3MEHEHWSI MPUIIOXKEHUIA B NIIOCKOCTU AaHHbIX. Brarofapsi paclumpeHHbIM BO3MOXHOCTAM
NporpaMMHbIX 6anaHCMPOBLLMKOB HAarpy3KkyM MOXHO HACTPOWUTL KOHUrypaLmm BbICOKOM AOCTYMHOCTU «aKTUBHbINA-
aKTUBHBIN» C MUHMMASIbHBIMU 3aTpaTaMm Mo CPABHEHWUIO C TPAAMULMOHHLIMK GanaHcHpoBLLMKamu Harpysku. Kpome
TOro, korga TpebyeTca MaclTabupoBaHue GanaHCHPOBLLMKOB Harpysku B COOTBETCTBUM C NOTPEGHOCTAMM
NPUIOXEHWIA, B NITOCKOCTU ynpaBrieHnsi 406aBnaTca U aBTOMaTUYECKV HacTpamBatoTCs AOMOMHUTENbHbIE PECYPCHI.

Moaynb aHanusa: MOHUTOPUHI NPOU3BOAUTENILHOCTHU anﬂO)KeHVIVI, NMOUCK U YyCTpaHeHne Henonaaok,
aHanuTuka

OpHO U3 rnaBHbIX NPEUMYLLECTB MPOrpaMMHO-onpeaensiemMor nnaTopMbl Cry>K6 NPUNoXKeHNn — 3TO BO3MOXHOCTb
nony4yaTh LEeHHbIE JaHHbIE O MPUIOXEHMSAX C MOMOLLIbIO CPEACTB aHanmsa B MockocTy ynpasneHus. Mogyns 6onbLmnx
[JaHHbIX B COCTaBe KOHTpOMrepa aHanavpyeT AaHHble TeNeMeTPUn NPUNoXeHuid, NornyyYeHHble U3 pacrnpeaeneHHon
NNOCKOCTU AaHHbIX, U NPpeAoCTaBnseT noApobHy MHAOPMaLMIO 0 TpaH3aKUMsX, BKIOYas BPeMsi MOMHOro Lukna
nepefayv AaHHbIX OT KOHEYHOro MoJb30BaTENs 40 CEPBEPHOrO NpunoxeHus. Cuctema sanucbiBaeT Bce AaHHble
TpaH3aKUMiA 1 BOCMPOU3BOAUT UX MO TPeboBaHMIO agMUHUCTpaTOpa Unu BnagensLa npunoxexus. LieHTpansHas
KOHCOJb ynpaBreHns obecnevymBaeT TOUHbI aHanm3 npobnem 1 c6oes NPUNOXKEHUIN B TEHYEHME ONpeaeneHHbIX
nepuofoB BpeMeHu. Moaynb aHanusa Takke npegoctasnseT noapobHble cBeaeHns 06 ypoBHe 6e3onacHoOCTH
(Bkntovas coctosiHme DDoS-atak, ncnonb3yemble ceptudmkaTtel SSL 1 nokasatenu paboTocnocoGHOCTN CUCTEMBI
6e3onacHOCTH), a Takke CBeOEHUS O KINMeHTaXx, BKIoYas NoAKMoYeHne yCTponcTB, MHopmMaLmio o reorpadpnyeckom
NOMOXEHNM KOHEYHbIX NMoMb3oBaTene U ANMTeNbHOCTM TpaH3akumii. brnarogaps BbilenepeyncrieHHbIM BO3MOXHOCTSIM
3TN cnyx0bbl NpeacTaBNSAT GorbLUE NPEUMYLLECTB agMUHUCTPaTOpPaM, No3BOSIssi CAOKOHOMUTL BPEMS U YCUMUS.
AZMuHMCTpaTopam 6onblue He HY>XHO UCMOoNb30BaTh HECKOMbKO CreLmManv3npoBaHHbIX PELLIEHWIA Ans noucka u
YyCTpaHEHUs1 HEMOMaA0K UM MOHUTOPWHIA NPOU3BOAUTENBHOCTU NMPUIOXKEHUIA.

@

Peno3autopuit nonuTuK: KOHUrypaumm n nonNnTUKN

B penosnTopun NonmTrK XpaHATCA BCe KOHUIypaLmum CUCTEMbI, BKIOYasa cBeaeHns 060 BCex BUPTyarbHbIX Cry>bax un
anemeHTax nyna. MHOrMm agMuUHUCTpaTopam CeTu NPUXOAMTCS TLLATeNbHO JOKYMEHTMPOBATL U NoadepK1BaTh
KOHpUrypaumm BupTyanbHbIX Cyx0 (MHOrga ¢ NOMOLLbKO 3NEKTPOHHbIX Tabnuu), 4Tobbl 06ecneynTb TOYHOE
npeacTaBneHne pa3BepHyThiX Cryx0. Peno3ntopuin nonnTrk n KoOHMUrypauuin Nno3BonseT o0Tka3aTbCs OT AENCTBUMN,
BbIMNOMHSIEMbIX BPYYHYIO, U aAMUHUCTPATOPbl MOTYT BUAETb BCHO KapTy pa3BepTbiBaHNs. Peno3ntopuii aBToMaTuyecku
o6HOBNSIETCS NpY NepemelLLieHr paboymnx Harpy3ok NPUNOXEHUn N nsmeHeHnn |P-agpecos.

O6nayHble KOHHEKTOpPbI: MHTErpauus 1 BO3MOXXHOCTU MHOroo6na4vHbIX cpen
MporpammMHo-onpegensiemas nnartdopma crnyx06 NpunoxeHui ormKkHa NoAAepKMBaTb MHOroobnayvHble cpeapl ¢
€0VHOWN apXUTEKTYPON NpunoxeHuin. OBrayvHble KOHHEKTOPbI B MIIOCKOCTY YNPaBneHns ynpoLLaT pa3BepTbiBaHne
roTOBbIX CAYX0 NpunoxeHui B ntobom LueHTpe 06paboTku AaHHbIX, @ TakkKe B YaCTHOM unv nyénuyHom obnake.
O6nayHble KOHHEKTOPbI M3HaYarlbHO MHTErPUPOBaHbI C TOYKaMK yrpaBreHus obrnadHblx ninaTtdopm, Takmx kak
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PykoBoacTBO Ana nokynatenen 6anaHcupoBlumka Harpy3ku B 2020 rogy

Microsoft Azure, AWS, Google Cloud n OpenStack, koHTponnepamu SDN, Takumm kak VMware NSX Manager, a Takke
ancnetyepamMmum BUPTyarbHbIX MaluuvH, Takumm kak VMware vCenter. B 6onee coBpeMeHHbIX cpefax MUKPOCYXO
obnayHble KOHHEKTOPbI MHTErpUpYTCS ¢ NnaTdopMamy oOpKkecTpaLmMmn KOHTENHEPOB, obecneynsas Takve
BO3MOXHOCTU, Kak 0BHapyxeHune cnyx6, cnyxebHbln NPoKCU-cepBep, MUKPOCErMeHTaLUums 1 conocTasneHve cnyxo6 Bo
Bcel cpege. ObnayHble KOHHEKTOPbI Takke NO3BOMSIOT UCMOMb30BaTh PECYPChbl GanaHCUPOBKU HArpy3ku Ans NpUHATHSA
ynpexaarLLyX peLLleHnin Mo aBTOMaTUYECKOMY MacLLUTabMpOBaHNIO KOMMOHEHTOB NPUIOXeHWI. NnockocTb
yrpaBneHns HULMUPYEeT COOTBETCTBYIOLLMIA cLeHapun nunu Beli3oB API-nHTepderica k nnatdopme opkecTpaumm
obnaka unu ueHTpa 06paboTkn AaHHbIX. [1pn 3TOM co3gatoTcs IKk3eMNASAPb! AONOMHUTENBbHBIX Ppaboynx Harpy3ok.
O6nayHble KOHHEKTOPLI MOMoratoT paspaboTaTh cTpaternto ADC, opreHTUpoBaHHyo Ha byayllee 1 aaanTUpoOBaHHYH K
HenpepbIBHOV 3BOMIOLMN apXUTEKTYPbl MPUOXEHUA 1 BAPUAHTOB MHAPPACTPYKTYPbI.

APIl-uHTepdheiicbl REST: aBTomaTusauus ans UT-otaenoB n camoo6enyxuBaHue ons paspaboTymkoB

MporpammMHo-onpefensiemMble NnaTopMbl Cry6 NPUMOXeHU AoMmKHbI obecneymBaTh AOCTYM KO BceM cryxbam u
nogaepxmeatb Becb Habop API-uHTepdericoB REST. KomaHabl DevOps LEeHST rMOGKOCTb M MporpamMmMmupyeMocTb
nybnuyHbix obnayvHbix cpes, Takmx kak Amazon AWS. APIl-nHtepdericsl REST nossonstoT paspaboTynkam
NPUNOXEHWIN BCTpansaTtb CNyx0Obl U NOMUTUKN, BKIOYAS NOPOroBble 3HAa4YEeHNs1 aBTOMaTU4eCKOro MacluTabrpoBaHus,
yXe B npouecce pa3paboTku NpunoxeHuii. PaspaboTymku n TeCTUPOBLLMKM MOTYT MHULMANM3npoBaTh
6anaHCMpOBLLMKN Harpy3k1 KOPNopaTUBHOIO Kracca COBMECTHO C MOLLHbIMU CPeACTBaMM aHanm3aa, Ytobbl NOHATb,
Kak npunoxexusi bynyT pabotatb B NpPOM3BOACTBEHHOM cpefe. bnarogaps aToMy noBbillaeTcs rmékocTb
pa3BepTbiBaHNs NPUNoXeHWn, a MT-cneumanuctsl MOTyT aBTOMaT/3poBaTb NOBTOPSOLWMECS 3a4a4vm 1 HacTpamBaTb
NOMUTUKM CaMOOBCNyXMBaHNSA, YTOObI PaCLLMPUTL BO3MOXHOCTU CMELMANUCTOB MO MPUMOXEHUSIM.

O6paTtute BHUMaHUE Ha puc. 4 CO CpaBHEHUEM apXUTEKTYP N OOBbSICHEHWEM €ro BaXXHOCTU. B cnyyae ¢ MOHONUTHBLIMU
NPUNOXeHsSIMU BbIBOP OrpaHNYMBaeTCs CTaTUYHbIMU HEAEKTUBHBIMU peLLeHusMy — annapaTtHbiMu ADC,
pasBepHYTLIMU B KaX0M MECTOMONOXeHUM. [1ns MmaclutabupoBaHns cpeapbl ¢ NpUNoXeHsiMM Heo6xoanumo
0OXOaTbCsl pasBepTbIBAHUSI U PYYHON HACTPOMKIN KaXAoro YCTPOMCTBa. ATO HEBO3MOXHO MPY UCMONb30BaHUN
COBPEMEHHbIX pacrnpeeneHHbIX MPUNOXEHWR, AS KOTOPbIX CO34atTCs IK3EMMMSPbI B pa3nnyHbix cpegax. Crnyxobl
NPUNOXEHWI AOMKHbI aBTOMATUYECKN MacluTabupoBaThCs Mo TPEGOBAHMIO U KOHTPONMPOBATLCS C MOMOLLLHO
LieHTPanu3oBaHHbIX MOJIUTUK, COBMECTHO UCMOMb3yeMbIX HECKOMbKIMU apeHaaTopamMu.
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Cm. Tabn. 1 co cpaBHUTENBbHBIM 0630pOM ycTapeBLUMX pelueHnin ADC 1 COBpEMEHHbBIX peLLEHUIA AN NPpeoCTaBeHns crnyxo
NPUNOXeHun B MHOroobnayHbix cpeaax. Vicnonb3yiite aTy Tabnuvuy BMecTe ¢ NoAPO6HBIM KOHTPOMbHBIM CMIMCKOM.

YCTAPEBLUUA BEANTAHCUPOBLUWUK HATPY3KU MATPULIA BAJTAHCUPOBLLUKOB HAIPY3KU

O6GopyaoBaHue nnu BUpTyarnbHOe YCTPOMUCTBO Tonbko nporpammHoe obecrneveHve

CneuuanusnpoBaHHoe obopyaoBaHune CraHpapTHble cepBepbl X86

Bonblune kanuTanbHble pacxoabl OnepaunoHHble pacxofbl Ha MNOAMNMUCKU

MN36bITouHas nHMUmanusaums YnpexpgatoLias anacTMYHoCTb

OTCcyTCTBUE @aHANUTUYECKNX OAHHbBIX O MPUNOXEHUAX "my6oknin aHann3 NpUNoXeHui

Py4Hble npoLiecchl, HeMpPUCNocobNeHHOCTb K M3MEHEHVAM [nHamuyeckas cpepa: aBTomaTusauus ans NT-otaenos,
camoobcnyxvBaHve ansi pa3apaboTynkoB

Heckonbko Touek ynpaBneHus EnunHas Touka ynpaBneHusi

Ta6nuua 1. CpaBHeH1e ycTapeBLUMX U NPOrpaMMHO-OMNpeaeniseMblX NOAXOA0B

@
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PykoBoacTBO Ans nokynatenen 6anaHcupoBLumka Harpy3ku B 2020 rogy

Onvpasch Ha NpeACcTaBNeHHYH KOHLEMUUIO Cry>K0 NPUoXeHWi, oLueHuTe cnegyowme atpmubyThl. [pucBonTe KaxaoMy aTpubyTy
NPUOPUTET MO TPEM KpUTEPUSM (CM. Tabn. 2):

BbICOKWIM HacyliHas noTpebHOCTb, ANS Y/A0BMNETBOPEHNS KOTOPOI NOTPeBYIoTCS 3HAaUMTENbHbIE YIYULLIEHNS LieHTpa 06paboTky
[AaHHbIX 1N obnayHow cTparerum

CPEJHWM XopoLwuit BapnaHT, HO He HacyLLHas NoTPeBHOCT.
HU3KUA  He npropuTeTHO, Tak Kak Tekyllee pelleHne yaAoBNeTBOpseT Bce NoTpeBHOCTH

dTot KOHTpO.ﬂbeIﬁ CMUCOK MOMOXEeT NOHATbL Balln NpUopuUTeTbl U n0Tpe6Hocm B cny)K6ax anIﬂO)KeHVIﬁ.

ATPUBYT CNYXB MPUNOXEHUA O MHOFOOBNAYHbIX CPEQ BbICOKAUA | CPEOHUNA HU3KUA

lMpepocTaBneHne cornacoBaHHOM apXMTEKTYpbl CNYX0 NpunoxeHuin B obnake unu ueHTpe obpaboTtkm
AaHHbIX

LLeHTpanmsoBaHHoe ynpasrieHne pacnpeneneHHbIM nyrnom 6aJ'IaHCVIpOBU.lVIKOB Harpyskm

IOunHamnyeckoe MaCLLITa6VIpOBaHMe 68]'IaHCI/1pOBLLWIKOB Harpysku c y4eTtom Tpaduka B pexmme
peanbHOro BpemMeHun

BeicTpoe ycTpaHeHue Henonagok B paboTe npunoxeHuin 6e3 xypHanos, gamna TCP n T. a.

I'Ionyqume aHanuTU4ecKon MHopMaLMmn o0 NPOU3BOAUTENBLHOCTH, 6€e30MacHOCTM 1 KOHEYHbIX
nonb3oBartensax

YckopeHve passepTbiBaHUS NPUIOXEHUA, aBTOMaTn3auus 3agad 6aﬂaHCI/IpOBKI/I Harpysku u
nHuymnanusaumn

BanaHcuposka Harpy3ku, WAF 1 GSLB kak ycnyru

3anucb un BOCMPOM3BEAEHME TPaH3aKuMIn Ans NpocMoTpa BpeMEHU LMKNa nepegayn AaHHbIX 1
BbIABIEHUSA r|p06r|eM npon3BOAUTESIbHOCTU

Mopaepxka MHOroapeHAHOro pexuMa Ans BHyTPEeHHUX rpynn 6e3 npuobpeTeHns 4oNONHUTENbHbLIX
YCTPOWNCTB

Bo3MOXXHOCTM camoobCnyxuBaHUs Ha OCHOBE NOMUTUK AN BusHec-nogpasgeneHnii, MCNonb3yLmMX
Cnyx6bl NPUMOXEHWI

MoBbIlWeHWe ypoBHSA 6e3onacHOCTU: AnHaMmnyeckas 3awmta ot DDoS-aTak, n3onsauusi NpunoXeHui,
MUKpOCErMeHTaL s

Bo3moxHoCTH CaMOOGCJ'Iy)KVIBaHVIﬂ ona 6aJ'IaHCVIpOBLLlVIKOB Harpysku B cueHapuax paspa60TKM n
TecTupoBaHua

IOunHamnyeckas 6anchmpOBKa Harpysku no Tpe6OBaHMIO ONA KaXXOoro npuioxXeHus

BosmoxHocTr camoobenyxunBaHns v ynpaeneHns Ha ocHose ponen (RBAC) Ans BHyTpeHHMX
nonb3oBaTernen, BbINOMHAOLWYMX pa3BepTbIBAHNE U MOHUTOPUHT NPUIIOXEHWIA

Monnas nHterpaums ¢ VMware, OpenStack, SDN n API-uHtepdericamm nyénuyHoro obnaka

WHTerpaums ¢ auctpnbytuBamu Kubernetes, Bknoyas PKS, AKS, EKS, GKE, OpenShift, a Take
OpyrMMu nnatgopmMamy opkecTpaLmmn KOHTENHEPOB

O6HapyxxeHue cnyxb n oTobpaxeHne kapT NPUIOXEHUIA AN MUKPOCITYXO

WHTerpauusi ¢ nictpymentamu DevOps, Bkntodas komnnekt SDK Python/GO, Ansible, Terraform n
SaltStack

CHmXeHne COBOKYMHOWM CTOMMOCTU BNageHus peLleHrin ansa 6anaHcmMpoBKM Harpysku

Ta6bnuua 2. KoHTponbHbI CNMCOoK Ans nokynaTtenei 6anaHCUpOBLLMKOB Harpy3ku
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