TEXHWYECKUW MPOCMEKT

VMware NSX Data Center

OCHOBHbIE MPEMMYLLECTBA VMware NSX® Data Center — 370 nnatdopma BMpTyanu3aumy 1 obecnedexns 6€30nacHoOCTN CETH,

« 3almTa NPUIOKEHMI C MOMOLLBIO KOTOpas NOMOraeT peann3oBaTh BUPTYabHYyO 00NayHyio CETb — MPOrPamMmMHO-ONpeaenaemyio CeTb,
rMOKMX NONNTUK Oe30MacHOCTH OXBATbIBAIOLLYIO LieHTPbl 00paboTKM AaHHbIX, 0bnaka v nnatdopmbl npunoxerunin. NSX Data Center
1 MUKPOCErMeHTaLMn Ha ypoBHe noMoraeT Pa3MecTUTb ceTeBble CIyKObl 1 cUcTeMy 6e30MacHOCTY BnKe K cpefje MPUNOKeHNA —
PaboUMX Harpy3oK. OT BUPTYanbHbIX MaLMH (BM) O KOHTENHEPOB 1 annapaTHOM MHGPaCTPyKTypbl. VIHMUManv3auma

Y aAMVIHVCTPUPOBAHNE BUPTYaNbHbIX CETEN, Kak v BM, MOryT OCyLLEeCTBAATLCA HE3aBUCKIMO OT
6a3oBoro obopynosanua. NSX Data Center BOCMPOW3BOAWT NMOAHYIO MOAENb CETV MPOrPaMMHBIM
00pazom, YTo AaeT BO3IMOXHOCTb CO3AaBaThb U MHMLMANM3MPOBaTh Nobble TONoNornm cetn — ot
6a30BbIX 10 CIIOKHbIX MHOTOYPOBHEBbIX — 33 CUMTaHble CekyHAbl. [onb30oBaTeny MoryT co3aaTth
HECKONBbKO BUPTYasnbHbIX CETEN C pa3nnyHbIMY TPeOOBaHMAMM, UCNONb3yA COYeTaHne Cyxo,
npepocTasnaembix nnatdopmon NSX, nnm MHOroUMCIeHHbIe MHTErPUPOBAHHbIE pelleHns
NapTHEPOB — OT OpaHAMay3POB HOBOMO MOKOMEHNA O PeLeruii Mo yrpaBneHmio
NPON3BOANTENBHOCTBIO — A8 QOPMUPOBaHMA Bomee afanTyBHbIX 1 6e30MacHbIX cpef. 3aTem
3TV CNYKObl MOXHO PACNPOCTPAHUTL Ha MHOXECTBO KOHEUHDBIX YCTPOWCTB B Pa3nyHbIX 0bnakax.

« COKpalLieHVe BpeMEHW MHALANM3aLmn
CeTV C HECKOMbKIX AHEN 10 CYUTaHbIX
CeKyHf 1 MOBbILIEHVIE OMepPaLIMOHHOM
3bdeKTMBHOCTY Onaroaaps aBToMaTU3aLmnm.

« CornacoBaHHoe yrnpaseHne noanTnKamm
ceTn 1 6e30MacHOCTY B LieHTPax 0bpaboTkn
JaHHbIX 1 NyBnUHbIX 0ONaKax, a Takke
MEX[Y HMU, HE3aBMCUMO OT TOMONOrMM
br3myeckon ceTu.

« ObecneyeHne noapobHo
BU3yanu3auny TOMoNOrUU MPUIOKEHUI,
ABTOMATV3MPOBAHHbBIE PEKOMEHALIMM MO
NONMTMKaM 6E30MaCHOCTY 1 HEMPEPbIBHbIN OBJIAKO
MOHWTOPUHT MOTOKOB.
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10A NOCTABLLVKA
OBNAUHBIX YCTIYT

« PaclvpeHHan 3almTta ot
PacnpPOCTpaHeHns yrpo3s B
FOPW30HTaNbHOM TPadUKe C MOMOLLbIO
NOMHOCTbIO PacnpeaeneHHON BCTPOEHHOM

CUCTEeMbI MPEeAOTBPALLEHNS YrPO3. ? T ? [

BupT. Komm.
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PUC. 1. Mnatdopma BupTYyanusaumm n obecnevennsa 6esonacHoctn cetn NSX Data Center

[MporpammHad peanvsauma cetm

VMware NSX Data Center npefoctaBnaeT MHHOBaLMOHHYIO 3KCMTyaTalMOHHYI0 MOAENb CEeTH,
KOTOpadA peanusyeTca B NporpaMMHOM obecneyeHmn, COCTaBAAeT OCHOBY AN1A MPOrPaMMHO-
onpepensemoro O v pacnpocTpaHAeTca Ha BUPTYasbHyto 061auHyio ceTb. AIMUHIUCTPATOPbI
LIO[] Tenepb moryT obecrneunsaTb HOBbIE YPOBHY afanTUBHOCTY, 6€30MacCHOCTY U SKOHOMUM,
KOTOopble Obln HeoCTVKIMBI, Koraa ceTb LIOL Obina npueAzaHa NCKNOUUTENbHO K Gr13nyeckomy
obopynosarmto. NSX Data Center npejoCTaBnAeT NOHbINA KOMIMIEKT S/1eMEHTOB NIOMMYeCKoin
ceTeBON MHPACTPYKTYPbI, CPeACTB 6@30MacHOCTU U CIY»KO, TaKMX KaK OrnyecKkme KOMMyTaTopsl,
MapLLpyTV3aTOPbl, BpaHaMay3pbl, CpeacTBa OanaHCUPOBKIM Harpy3KK, BUPTYarbHble YacTHble
cet (VPN), a Takke CpeacTBa MOHUTOPVMHIA 1 0becrneyeHns KauecTsa 0bCnyKMBaHWs. T CyKobl
NPefoCTaBAAITCA B BUPTYaSbHbIX CETAX C MOMOLLbIO M0O0M NNaTdopMbl ynpasieHus obnakom

1 APl-ntHtepdeiicos NSX Data Center. Pa3epTbiBaHMe BUPTYaNbHbIX CETel BbINONHAETCA 6e3
npepbiBaHKUA paboTbl NoNb3oBaTenel Ha Ntobom UMeloLLEMCA ceTeBOM 0bopyaoBaHUN. Takve
ceTu MoryT oxBaTbiBaTb LIOJ, nybnmnyHble 1 yacTHble obnaka, Nnathpopmbl KOHTENHEPOB

¥ annapaTHble cepBepbl.
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VMware NSX Data Center

OCHOBHbI@ BO3MOXHOCTU

KommyTauusa Jlornyeckoe HanoxeHvie ypoBHs 2 06ecrneuvBaeTca No BCell KOMMY TUPYEMOI MaTpULIe YPOBHA 3 BHYTPY U1 3a npesenamm
LIOA. Mopaepxka HanoxeHna ceter Ha ocHose VXLAN 1 GENEVE.
MapLupyTtusauns [InHammuecKkan MapLIpyTU3aLmMa MeXay BUPTYanbHbIMU CETAMM BbIMOHAETCA B AlpEe rMNepBr3opa pacnpeneneHHbIMm

cnyx6amu, NoAAePKMBAETCA rOPK3OHTaNIbHOE MaClLTabnpoBaHYie C aBapuiHbIM NepeKioyYeHem TMna «akTUBHbINA-
AKTUBHbIN» Ha Gr3NYECKIEe MapLIPYT13aTOPbI. [10AAEPK1BAOTCA MPOTOKObI CTAaTUYECKON 1 AMHAMUYECKON
MapLupyT13aumnm, B Tom uncne IPve.

BpaHgmayap winto3a

BpaHamayap C CoxpaHeH1em COCTOAHWA BMOTb A0 YPOBHA 7 (BKNI0YAA MAEHTUGUKALMIO MPUNOXKEHWI U pacnpefeneHHble
paspeLleHHble CMUCKYM NMONHOCTbIO OnpefeneHHbIX AOMEHHbIX MeH), BCTPOEHHbIN B Wwiio3 NSX 1 pacnpefeneHHbi no Bcei
NHOPACTPYKTYPE C LLEHTPaNM30BaHHOM MONUTUKOM 1 YNpaBieHVeM.

PacnpepeneHHbin
6paHamMaysp

BpaHamay3p C CoxpaHeHem COCTOAHMA BMNIOTb 0 YPOBHSA 7 (BK/OUAA MAEHTUGUKALMIO NPUNOXKEHWI 1 pacnpeaeneHHble
paspeLleHHble CMMCKN MOSIHOCTBIO ONpPeAeneHHbIX JOMEHHbIX MEH), BCTPOEHHbIY B AAPO rMNepBr3opa 1 pacnpeseneHHbii
M0 BCe MHGPACTPYKTYPE C LIEHTPaNN30BaHHOW NMOIUTMKOM 1 ynpaBneHnem. Kpome Toro, pacnpeneneHHsolii bpaHamaysp
NSX nHTerpmpyeTca HenocpeACTBEHHO C 0bnauHbIMK Nnatdopmamm, Takumm Kak Kubernetes n Pivotal Cloud Foundry,
nyonuyHbIMK obnakamm (Hanpumep, AWS 1 Azure) 1 annapaTHbIMY CepBEPamu.

BanaHcnpoBka Harpyskm

BanaHcmpoBKa Harpysku Ana yposHer 4—7 ¢ NepeHOCOM Harpy3ok SSL v CKBO3HOW nepefaden, CpeacTsa NPOBEPKM
paboTOCNoCObHOCTY CepBepa (B TOM UnCiie CpeaCTBa NacC1BHON NPOBEPKM PaboToCNOCOOHOCTH) 1 NpaBuna Ans
NPUNOXKEHW 06ECNEUNBAIOT BO3MOXHOCTI MPOrPaMMUPOBaHIA 1 MaHUMYAMPOBaHNA TPAahUKOM C MOMOLLbIO
rpadryecKoro nonb3oBaTeNbCKoro nHTepdeica nnu APl-uHtepderica.

VPN YnanerHbin goctyn vepes VPN 1 VPN-nogkioueHve Trna «cpefa-cpefar, Heynpasnaemasn ceTb VPN ana ciy»k6 obnauHblx
LUMTI030B.
LLnto3 NSX BO3MOXHOCTb CO3[aHNA MOCTa MEXLY BUPTYaNnbHbIMU NOKaNbHbIMKU CETAMY, HACTPOEHHbIMI Ha 6a3e dusmueckmx ceTen,

1 HanoxeHHbIMK ceTamn NSX obecneuriBaeT CTabunbHOE NMOAKIIOUEHVE MEXAY BUPTYanbHbIMU 1 GU3NYECKMM
pabounmMm HarpysKamu.

NSX Intelligence™

NSX Intelligence npefocTaBnseT aBTOMATU3NPOBAHHbIE PEKOMEHTALII MO NOUTUKAM 6E30MacHOCTY, a TakKe
0becrneunBaeT HenpPePbIBHbIA MOHUTOPUHT 1 BK3yasi3aLiviio BCEX MOTOKOB CETEBOrO TpaduiKa ANa ynyylleHus
OTCNEXMBAHWA. DTO FAPaHTUPYET LUMPOKIME BOIMOXHOCTU 1 yAODCTBO ayamnTa CMCTeMbl 6e30MacHOCTY. PelleHrie
NSX Intelligence BxoauWT B COCTaB TOro »e Nosb30BaTeNbCkoro nHrepdeica, uto n NSX-T™ Data Center,

1 NPeAOCTaBAAET E[VHYIO KOHCOSb YNPABIEHNs 1A pabouvx rpyrm Mo ynpasieHmio CETbIO 1 6e30MacHOCTbIO.

PacnpepeneHHasa cuctema
npepoTBpaLleHna yrpos NSX
(NSX Distributed IDS/IPST)

NSX Distributed IDS/IPS™ — 370 nepefoBas cuctemMa 06HapyKeHUA yrpo3, npejHasHauyeHHas ANA BblABIeHA

1IX TOPU30OHTASIBHOIO PacnpOCTRaHEHNIS B TPabUKe. YHVIKanbHas pacrnpeaeneHHas apxutekTypa B COYeTaHnm

C TOUHbBIM KOHTEKCTOM MPUIOKEHII NO3BOMSET Pabourm rpynnam no 6e30MacHOCTY 3aMeHATb OTAE/bHbIE YCTPOWCTRA,
obecrneunBaTh COOTBETCTBYE 3aKOHOAATENbCTBY 1 CO3[aBaTb BUPTYasbHble 30HbI 6e30MacHOCT 6e3 dri3nueckoro
pasaeneHvs MHGPaCTPYKTYPbI.

O6beaunHeHe

LleHTpaJ'IVBOBaHHaﬂ HaCTpOI?IKa NONUTUK N UX TPUMEHEHWE B DA3HbIX TOYKax 13 eVHOWN KOHCOMW ynpasnieHna
0b6ecneunBaeT CornacoBaHHOCTb NMOIUTHK BO BCEWt cetu, yﬂO6CTBO SKCMyaTaln 1 ynpoLeHNe apxXnTeKTypbl
aBapmMHoro BOCCTaHOBNEHNA.

BupTyanbHas mapLpyTrzauus
1 nepeagpecauna (VRF)

NonHan 130nALUMA apeHZaTOPOB B MIOCKOCTM AaHHbIX 6naroaapa oTAeNbHbIM TabanLam MapLpyTU3aLmnmy, NOAAEPXKKE
NAT v 6paHamay3poB nepumMeTpa B kaxaom sk3emnnape VRF B wnio3e NSX Hynesoro yposHs.

APl-nHTepdenco
NSX Data Center

MNopaepxwmsatotca APl-nHTepdericel REST Ha 6a3e JSON ana nHterpalmm ¢ nnathopmamm ynpasneHna obnakom,
CcpencTBaMm aBTomatm3aumny DevOps 1 Nonb30BaTeNbCKUMI CUCTEMaMI aBTOMATH3aLMN.

JKcnnyatauma

BcTpoeHHble BO3MOXHOCTY YNPaBeHwA SKCrTyaTalmelt, Takie Kak LeHTpanbHbI MHTEPpGENC KOMaHAHOM CTPOKMY,
TPaCCMPOBKA, HAaNOXKEHHbIN noryeckumin aHanmsatop SPAN 1 IPFIX, obneruatoT ycTpaHeHvie Henonagok 1 moMoratoT
MPOBOANTL YNPEXAAIOLLNA MOHUTOPUHT MHGPACTPYKTYPbl BUPTYaNbHOW CETU. MIHTerpauma ¢ Takvmm CpeacTsamu,
kak VMware vRealize® Network Insight™, obecneunBaeT pacluMpeHHbI aHanus 1 ycTpaHeHe Henonagok.

vmware
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VMware NSX Data Center

MVIKpOCGI'MeHTaLWIﬂ
C y4eTOM KOHTEKCTa

lpynnbl 1 NOANTUKM 6E30MACHOCTM MOXHO CO3[aBaTb AMHAMMUYECKM 1 OOHOBAATL aBTOMATUUECKM Ha OCHOBE aTpMOYTOB,
KOTOpble He orpaHuuvBatoTcs IP-aapecamu, mopTamu 1 MPOTOKOSaMK, @ BKIIOUAIOT B CEOA 1 TaKMe SNEMEHTHI, Kak UMs
KOMMblOTepa 1 Teru, TUM onepaLyoHHOM CUCTEMbI U CBEAEHMA O MPUNOKEHUAX YpOoBHSA 7. Takoi noaxon obecneurisaet
npuUMeHeHne NOANTUKM aAaNTUBHOIM MUKpPOCermeHTaumn. MonnTrKK Ha OCHOBe cBefieHMin 00 YUETHbIX AaHHbIX 113
Active Directory 1 fpyrvix NCTOYHMKOB 0becrneynBaloT 6€30MacHOCTb Ha YPOBHE NO/b30BaTeNsa (BNAOTb 40 OTAENbHbIX
CeaHCOoB NOJb30BaTeNen) B CyK6ax yaaneHHbIX Pabounx CTONOB U B MHGPACTPYKTYPE BUPTYasbHbIX PAab0OUMX MECT.

ABTOMaTM3auUuWA 1 ynpasieHne
ob6nakom

MNonHan nHTerpauyna ¢ vRealize Automation™ / vRealize Automation Cloud™, OpenStack 1 T. i. [onHas nogaepxka
nHTerpaunm ¢ Ansible Module, Terraform Provider n PowerShell.

MHTerpaumna co CTopoHHUMUA
MapTHEPCKUMM peLLeHnAMM

MNoAAepXNBAETCA MHTErpaLIMs CNYK6 YNPaBAEHNS, MNOCKOCTY KOHTPOMA U MAOCKOCTY AaHHBIX C PELIEHNSAMI CTOPOHHUX
MOCTABLUMKOB B LWNPOKOM CMEKTPE KaTeropuii, Taknx Kak 6paHamay3psl HOBOrO MOKONEHMS, CUCTEMbI OBHapyKeHUs

1 NPeaoTBpaLLeHNs BTOPXKEHI, 6e3areHTHbIe aHTUBMPYCb], KOMMYTATOPbI, yNpaBeHre npoueccam, CpeacTsa
B3yanu3aLnn, yCoBEPLIEHCTBOBAHHbIE CUCTEMBI GE30MACHOCTY U T. [1.

CeTb 1 cucTema 6e30nacHOCTU
B MHOroobnauHom cpege

ObecneyunBaeTca COrnacoBaHHOCTb CETU U CUCTeMbl Oe30MacHOCTN Mexy cpefiami Heckonbkux LIO/, a Takke B pasnmyHbix
YaCTHBIX ¥ MyBAMYHbBIX 0bnakax, He3aBKCKMO OT 6a30BOM GY3NUYECKON TOMOOTMMN UV OBNAUHOM NAATGOPMbI.

CeTb 1 cucTema 6e30MacHOCTH
[N1A KOHTeHepoB

MNoafepxuBatoTca 6anaHCMPOBKa Harpy3Ku, MUKPOCerMeHTauwms (pacnpeaeneHHblii paHamay3p), MapwpyT13aums

1 KOMMYTaLWA 1A KOHTeNHepoB Ha nnatdopmax Ha 6ase Kubernetes n Cloud Foundry, koTopble paboTatoT Ha BM nnm
annapatHbix y3nax. ObecneyrsaeTca B13yanum3alma ceTeBoro Tpaduka Ansa KoHTeliHepos (nornueckue noptsl, SPAN/M,
IPFIX 1 Tpaccmposka).

vmware

CueHapunn NCnonb3oBaHMA

be3onacHocTb

NSX Data Center noBbilaeT JOCTYNHOCTb 1 3GHEKTUBHOCTL MCMNOMb30BaHUA Mofden 6e30nacHOCTM
HyNeBOro AoBepUaA ANA NPUNOKEHWI B CPeAax YacTHbIX 1 NyonnuHbix obnakos. NSX Data Center
[1aeT BO3MOXKHOCTb MCMOSb30BaTb MUKPOCErMeHTaLmto, YToObl ONpeaendTsb U NPUMEeHATb NOANTUKY
6€30MacHOCTYN CETU Ha YPOBHE OTAESbHbIX PAbOUMX HAarPy30K ANd Pa3nnUHbIX Lieneli: obecnedeHns
3aLUMTbI BAXKHBIX MPUIOXKEHWI, CO3AaHNA NOMMUYECKOM AEMUANTAPIN30BaHHOM 30HbI B 10 mnm
YMEHbLUEHNA NAOLWAAV aTak1 B CPefie BUPTYanbHbIX Paboymx MecT.

Cetun onAa MHOroo6/auHbIX cpen

NSX Data Center — 370 pelleHue Ana BUpTyanu3aumnm ceTu, KoTopoe obecrneunsaet
COrNacoBaHHOCTb MaPaMETPOB CETU W CUCTEMBI 6€30MaCHOCTH B Pa3sHOPOAHbIX CPpeaaX, UTobbl
ONTUMM3MPOBATbL SKCMAYyaTaLMio MHOroobnayHow cpefbl. bnarogapsa atomy NSX Data Center
NOAXOAMT ANA CLEHapVeB 1CMob30BaHNA B MHOrOOBIauHbIX CpeAax: OT yAOOHOro paclivpeHns
LIOA po obbeanHernsa Heckonbkmx LIO 8 nysbl 1 GbICTPOro nepeHoca pabourx Harpy3ok.

ABTOMaTU3aLUMA

Bnarogaps BMpTyanu3aumm cnyxo cetv n 6esonacHocty NSX Data Center obecneunaeT 6uICTpyI0
VIHVLUMANM3aUmio v Pa3BepTbiBaHNE MOMHOCTEKOBbIX MPUIOKEHWI, YCTPAHAN CIOMHOCTW, CBA3AHHbIE
C ynpasneHnem cnyxbamm 1 NoAUTUKaMm ceti 1 besonacHocTr BpyuHyto. NSX Data Center
NOMHOCTbIO MHTErPYPYETCA C NAaTGopPMamm yrpasneHrs 061akoM 1 Apyrumy CpeacTBamim
aBTOMAaTM3aLMV, TakKMMK Kak VRealize Automation / vRealize Automation Cloud, OpenStack,
Terraform, Ansible 11 T. A, UTOObI NPEAOCTaBUTL Pa3paboTunkam 1 MT-otgenam BO3MOXKHOCTA ANs
VIHVMUMaNM3aLUmm, pa3sepTbiBaHUA U aAMUHUCTPUPOBAHWA NPUAOKEHWIA B COOTBETCTBIM C TEMMOM
pa3BuUTKA br3Heca.

CeTb 1 cucTema 6e30MacHOCTU AN 0651aUHbIX MPUIIOKEHUI

NSX Data Center npejoCTaBnAaeT NOAHbIA MHTErPUPOBAHHDBIV CTEK CY0 ceTu 1 6e30NacHOCTY 1A
NPUNOKEHNI B KOHTEMHEPAX M MUKPOCTYKO, 0becneuran riubkoe nprmeHeHne NonTuK Ha ypoBHe
KOHTENHEePOB Npw pa3paboTKe HOBbIX MPUNOXEHW. bnarogapa SToMy OpraHmu3aLmmn MoryT co3aaTb
CETU YPOBHA 3 MEX[Y KOHTEMHEPaMM, Peanin30BaTb MUKPOCErMEHTALMIO ANA MUKDOCITYKO

1 06eCneynTb KOMMIEKCHYIO BY3yanm3aumio NOAUTUK CETU 1 6e30MacHOCTY AN TPAANLMOHHbIX

N HOBbIX MPUNOMXEHWIA.
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VMware NSX Data Center

Pepakumn VMware NSX Data Center
Standard

ﬂ,ﬂﬂ opraHM3a|_u/||7|, KOTOPbIM Tp€6y€TCH afanTBHaA N aBTOMaTU3MPOBaHHaA CeTb.

Professional
[nAa opraHn3auni, KOTopbiM TPebyloTcA BO3MOXHOCTY pefjakumm Standard 1 MUKpocermeHTauma
V1 KOTOPbIE MOTYT MCMOMb30BaTh KOHEUHbIE YCTPOMCTBA NMyOANMYHOro obnaka.

Advanced

[ns opraHm3aunii, KOTopbIM TPeBYIOTCA BO3MOXHOCTW pefjakLmm Professional, a Takke
LOMNOHUTENbHbIE CNYXKObl CETY 1 6€30MaCHOCTY, MHTErPaLMA C OOWMPHO SKOCUCTEMO
1 NOLAAEPKKA HECKOMbKIX CPea.

Enterprise Plus

[nA opraHm3aunii, Kotopsim TpebytoTca Bce camble 3ddeKTrBHble Bo3MoKHOCTU NSX Data Center,

a Takxe ceTeBble npouecchl VRealize Network Insight, VMware HCX® gna MobunbHOCTY rMbpuaHoro
obnaka, B13yanm3aLmsa notoka ceteBoro Tpadvika 1 npoLeccs obecneyeHvs 6e30nacHoCTu

NSX Intelligence.

Remote Office Branch Office (ROBO)
[1na opraHmM3aLmii, KOTopbIM TpebyeTcs BUPTYanmn3nMpoBaTh CyKObl CeTh 1 6e30MacHOCTY A1
NPUNOKEHWI B yaaneHHoM oduce nnv dpunmnane.

®
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STANDARD

PROFESSIONAL

ADVANCED

ENTERPRISE PLUS ROBO

NSX DATA CENTER?

YCTPOWCTB 1 BHEAPEHWE CTOPOHHNX CAyK6)

PacnpepeneHHaa KOMMyTauuA U MapLUPyTU3aLma . D . . o6
Bpanamayap wnto3a NSX (c coxpaHeHeM COCTOAHMA) . . . . .
Cnyx6a NAT wnto3a NSX . D . . .
MporpamMmmMHbI MOCT YPOBHSA 2 C pr3nUECKUMM Cpeamu o o . .

[IMHamunyeckaa MapLIpyT3aLma Ha OCHOBE TeXHONIOT N . . R R R
ECMP (B pexrme «aKTVBHbIA-aKTUBHbIA»)

MHTerpauua c nnatdopmamm ynpasneHus obnakom® o D . . .
IPv6 co cTaTnuueckon mapLipyTsaumnen n ctatmyeckoe . . . .

pacnpeneneHune agpecos IPv6

PacnpepeneHHbi 6panamayap ans BM 1 paboumnx

Harpy3oK, KoTopble 06pabaTbiBaloTCA B annapaTHOM D . . .
NHbpacTpyKType

VPN ypoBHeln 21 3 o . . .
WHTterpaums ¢ NSX Cloud™* gna nopaepxkn AWS n Azure . . . .
BanaHcupoBKa Harpysku . . .
MHTerpauma c pacnpepeneHHbIM 6paHamMayspom

(Active Directory, VMware AirWatch®, 3awwmTa KOHeUYHbIX . . .

CeTb 1 cuctema 6e3onacHoOCTY Ans KOHTeHepoB

Heckonbko 3k3emnnApos vCenter® ana ynpasneHus ceTblo
1 cucTemolt 6e3onacHoCT

IPv6-appec c AMHamMmmnyecKon MapLupyTr3aumei,
AMHaMUyeckoe pacnpefeneHie aapecos IPv6 1 cnyobl

MmKpocermeHTaLma C y4eToM KOHTeKCTa (naeHTuduKaumna
npunoxennii yposHa 7, RDSH, aHanmsatop npoTokonos)

PaCHpe,D.GHEHHbIe pa3peLleHHble CANCKN NONMHOCTbIO
onpeneneHHbIX AOMEHHbIX UMeH

NSX Distributed IDS/IPS’

BuipTyanbHasa mappyTusauua n nepeagpecauua (VRF
LLUSTI03a HYNEBOTO YPOBHA)

O6beanHeHne

vmware
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STANDARD PROFESSIONAL ADVANCED ENTERPRISE PLUS ROBO

NSX INTELLIGENCE

AHanu3 noTokoB Tpaduka mexay BM 3
Busyanusauua 6pangmayapa .
ABTOMaTU3VPOBaHHAA MONMTIKa 6e30NacHOCTH o
AHanu3 npasun 1 rpynnoBbiX PeKoMeHAaLui o
vRealize Network Insight Advanced® .
VMware HCX Advanced?® o

1. ina ncnonb3osanusa NSX Distributed IDS/IPS Heobxopuma gononHutensHasa noanvcka. O6patute BHmanue: NSX-T 3.0 npefoctaBnaeT TonbKo GyHKLuK IDS.

2. MoppobHoe onncaHne BO3MOXKHOCTEN CM. B CTaTbsAX 6a3bl 3HaHWIA, NocBALLeHHbIX GyHKLMAM NSX Data Center for vSphere® 1 NSX-T Data Center,
B TOM uuncne B ctatbe Product Offerings for NSX-T Data Center 3.0 («MpopykTbl fAna NSX-T Data Center 3.0») ¢ akTyanbHbIMU CBEAEHNAMN.

3. TonbKo nHTerpaums yposHeii 2, 3 v wnto3 NSX. bes rpynn 6e3onacHocTy.
4. inAa noaaepKKn pabounx Harpy3ok nybnmnyHoro obnaka Tpebyetca noagnucka NSX Cloud.

5. B coctaB NSX Data Center Enterprise Plus Bxopat nonHble Bepcun vRealize Network Insight Advanced n VMware HCX Advanced.
JlononHuTenbHble CBEAEHNA CM. B mexHUYeckom npocnekme vRealize Network Insight n mexHusdeckom npocnekme HCX.

6. Tonbko KOMMYTaLA C MOALEPXKKON BUPTYasibHOW JIOKaNbHO ceTu.
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