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VMware NSX Data Center

Passutume UT-nHPpacTpyKTypbl B COOTBETCTBUN
C TeMnamMum pocTa bmsHeca

VMware NSX® Data Center — 3To kOMnneKCcHasa nnathopma BUPTyanm3aumnm 1 obecnedyeHmns
6€30MacHOCTM CeTV YPOBHEN 2—7, KOTOPas NOMOraeT Peann3oBaTh BUPTYaNbHy0 061nauHyio
CeTb — NPOrpamMmMHO-onpeaenaemyto CeTb, OXBaTblBAIOLLYIO LIeHTPbl 00pabOTKIM AaHHbIX,
obnaka n nnatpopmbl npunoxernit. NSX Data Center nomoraeT pa3mecTuTb CeTeBble
CRY>KObl 11 CCTeMy 6e30MacHOCTH bvke K cpefie MPUNOXEHUIA — OT BUPTYabHbIX

MawwH (BM) go KOHTeHepOoB 1 annapaTHOn MHOPACTPYKTYPbI. VIHMUMan13aums 1
AAMUHUCTPUPOBAHME BUPTYaNbHbIX CeTel, Kak 1 BM, MOryT OCyLLeCTBAATLCA HE3aBUCMMO

ot 6a3oBoro obopynosaHna. NSX Data Center BOCNpPOM3BOAUT NOMHYIO MOAENb CETH
nporpaMmHbiM 06PasomM, UTo AaeT BO3MOXHOCTb CO3[aBaTh 1 MHMLMANM3MPOBATb NtoOble
TOMNONOrNK CETU — OT BA30BbIX 40 CIOXKHBIX MHOTOYPOBHEBBIX — 33 CYUTaHblE CEKYHADbI.
[Tonb3oBaTenu MOryT CO3aTb HECKOMBKO BUPTYaNbHbIX CETEN C Pa3NnYHbIMK TpebOoBaHUAMMY,
MCNONb3yA CoUeTaHvie Cnyx6, NpeaocTaBnaembix NAatGopmorn NSX, niv MHOroYMcneHHble
VHTErpUPOBaHHble CTOPOHHME peLleHns — OT bpaHaMay3P0B HOBOTO MOKONEHNSA O
peLleHniA No ynpasneHuio Nporn3BOAUTENBHOCTbIO — And GOpMUPOBaHKA bonee afanT1BHbIX
1 6e30nacHbIx cpefl. 3aTem 3TU CYxObl MOXKHO PAaCNPOCTPAHUTb Ha MHOMXECTBO

KOHEYHbIX YCTPOWCTB B PasfnNyHbIX ObnaKkax.

[MpoTrBopeunBble TPebOBaHNA BeAYT K KOMMNPOMUCCHBIM PeLIeHVAM
CKOPOCTb, aAanNTMBHOCTb, HaflexkHadA 3alliMTa 1 BbICOKaA AOCTYMHOCTb MPUNOKEHNI ABNAIOTCA
BaXKHENW UMY NproputeTamn ana MT-otgenos. HagexkHaa MHGpacTpyKTypa NpunoxeHunia
HACTOMbKO HEOOXOAMMA KOMMaHWsAM, YTo T CTaHOBATCA BaxkHENWIM GaKTOPOM ASA
MHHOBALIMOHHOTO PasBuTHa KOMNaH11 1 LndpoBol TpaHcdopmaumm. OaHako B CBA3N

C ObICTPBIM Pa3BUTUEM MHPOPMALIMOHHBIX TEXHOMOT I 1 MEHAIOLMMICA OXKMAAHVAMM
KOMMaHWAM NPYXOAUTCA NOCTOAHHO MEHATb MPUOPUTETHI, 4acTO B yLiepb 3ddeKTUBHOCTH
BHefpeHua UT.

MT-cneumanicTsl He MOHACMbILIKE 3HAKOT, KaK CIOKHO YAOBNETBOPUTL TPeOOBaHNA Cpasy
HECKOMbKVIX 3aMHTEPECOBAHHbIX CTOPOH, 1 HEPEAKO BbiHYKAEHbI OTAaBaTb NPeAnoUTeHVie
OAHMM B yLepb apyrum. Hanpumep, npu 6bICTPOM Pa3BepTbIBaHUY MPUOKEHNA
npobnemaTMyHo obecneunTs ero 6e30MacHOCTb, MOCKOSbBKY 3TO TEXHWUUYECKM COXKHaA

1 TPyAoeMKan 3afjaua. Ha aHanornyHble KOMNPOMMUCChHI MPUXOANTCA UATI ¥ Npy obecneyeHmn
LOCTYNHOCTU NPUNOXEHWI B Pa3HbIX cpefax — 3Tu TpeboBaHMA, Mo CyTH, NPOTUBOpeYaT
MHTEpeCcam KOMMaHMM B LIESIOM.

MOCTOAHHOE HaNPSXXEeHWE 1 HEOOXOANMOCTb MOMCKA KOMIPOMMUCCOB CYLLECTBEHHO OCIOKHAIOT
paboty MT-o1aenoB. B pe3ynbrate BO3HMKAIOT Cepbe3Hble NPOoBembl B PasnnuHbix chepax
OTBETCTBEHHOCTY: HEBO3MOXHOCTb BbICTPO YAOBNETBOPATL NOTPEBHOCTH B13HECa, YA3BUMOCTb
LIO 1 obnauHbIx cpef, a Takke HeAoCTaTOUHaA ajanTUBHOCT.

[MonHas peanu3aLma BOIMOXHOCTEN MHOPACTPYKTYPbI

BONbLWMHCTBO KOMNaHNI yKe BUPTYann3nposBanmn BblYNCINTEIbHbIE KOMMNOHEHTbI CBOMX

LLOLL Kporwe TOro, MHOME KOMMaHUK Takxe NPUHANK pelleHre BUPTYann3npoBatb XpaHunLa,
a bonee 70% 13 HKX y»Ke BHEOPUNN U NIaHUPYIOT BHEAPWTL MPOrpaMMHO-oOnpeaendemoe
XpaHunmuie.
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OCHOBHbIE MPEMMYLLECTBA

MbKkoe ynpasneHue 6e30MacHOCTbIO:
NpefoTBPaLLeHe rOPK30HTaNbHOTO
pacnpocTpaHeHunsa yrpo3 B cpefe bnarofapa
MUKPOCErMeHTaLmy NomuTK 6e30nacHoCTy
Ha YPOBHe pabounx Harpy3ok.

BbICTPOAENCTBIIE U 3AANTUBHOCTL: COKPALLEHNIE
BPEMEHM VHULIMANN3aLUMM CETU C HECKOMbKUX [IHEN
[0 CYMTaHbIX CEKYHL 1 MOBbILWEHWE OnepaLyoHHOM
3G PeKTMBHOCTIM Bnarofaps UCNOb30BaHMIO
asTOMaTM3aLMN.

CornacoBaHHble MONUTUKN U MPOLeCChI:
COrNacoBaHHOE ynpasneHne NoanTKammn ceTu
¥ 6€30MaCHOCTN HE3aBMCMMO OT TOMOSOMM
dwrzmnyeckon cetn B LIOM, ny6nnyHbIX 1 4aCTHbIX
obnakax, a Takke Ha Nnathopmax NPUNOKEeHNI.

vmware

Bnaropaps abcTparMposaHuio BO3MOXKHOCTEN OT 060PYAOBAHMA 1 VX MePeHOCY

Ha NPOrpPaMMHyIo NAATGOPMY KOMMAHWK MOTYT BBICTRO MHULUMANM3NPOBATL KOMIOHEHTbI
NPUNOXEHNI, NEpeMELLATh BUPTYanbHble cucTemMbl B npeaenax ogHoro LIO vnu mexay
paznuuHbiMy LIOL n aBTOMaTN3MPOBaTh BaxHble NpoLiecchl. be3 BupTyanv3aumm bpaHamayspos,
a TaKKe CPeACTB KOMMYTaLUMV, MapLpyT13aUmm 1 6anaHCpOBKIA Harpy3Ki1 CIIOXHO
peanun3oBaThb NOJHbIA CNEKTP BO3MOXKHOCTeW nporpammio-onpeaensemoro LIOA.

KomnaHuw, ncnonb3aytouyme annapaTHble ceTeBble KOMMOHEHTbI, YCTYNatoT B 6bICTPOAENCTBIN,
ananTUBHOCTM U 3aLUMLLEHHOCTM KOMMAHUAM C BUPTYaNM3VPOBAaHHON CeTblo. Ycrnex brzHeca
onpenenaeTca 3GpHeKTUBHOCTbIO PaboTbl KOPMOPATUBHOW CETU.

Heobxopgnma abcontotHo HoBas ceTeBas MHGpacTpykTypa LIO/, rae HeT mecTa KOMNPOMUCCY
mexzy bblcTposenCTBMeM, 6e30MaCHOCTbIO U aAanTUBHOCTLIO. [10AX0A K MCMONb30BaHNIO

LIOA HyHO MeHATb: UT-0TAenbl JOMKHbI 6eCnpenaTCTBEHHO 1 B NOIHOM 0Obeme peanr3oBaTbh
BCE BO3MOXHOCTV Ana Om3Heca. ThicAYM KOMNaHW NPULLAK K BEIBOAY, YTO BUPTYanm3aums
CeTU — 3TO UMEHHO TO, UTO UM TpebyeTcA.
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PUC. 1. Peanusaums cornacoBaHHbIX ClyX6 ceTu 1 cuctembl 6e3onacHocTu ¢ nomotybto NSX Data Center

BupTyanusaums cetv — 3T0 NepeHOC CeTeBbIX CNYXO 1 Cyx6 6e30MacHOCTY Ha YpoBeHb
BupTyanu3aumn LIOL, 6narofaps yemy MOXKHO CO3[aBaTb CPEAbl MPUNOXKEHN, AenaTb

UX CHUMKK, XpaHWTb, NepemelaTb, YAanAaTb U BOCCTaHABNMBATb VX Tak »ke ObICTPO 1 YA0OHO,

Kak pa3sepTbiBaTh BM. NSX Data Center npumeHsaeT obLuye NonuTrkm ceti 1 6e30nacHoCTy

B Pa3HOPOAHbBIX CPefax 1 Ha PasnnyHbIX Nnatdopmax NPUNoxeHWn, obecneynean peanmnsaumio
3TVX NPENMYLLECTB B Pa3HbIX LieHTpax 006paboTKM AaHHbIX, YaCTHBIX 1 My6MYHbIX 0bnaKax,

a TakKe AN TPaAMLMOHHDBIX 1 COBPEMEHHDBIX MPVNOXKEHNIA. TO, B CBOK Ouepeb, obecrneunsaer
BbICOKMI ypOBEeHb 6@30MacHOCTM 1 SGGEKTUBHOCTY, KOTOPbLIN [O STOTO Obll HEAOCTVXKIM

C 3KCMNyaTaLMOHHOM ¥ GUHAHCOBOW TOUEK 3PEHNA.

C nomoubio NSX UT-cneymanmcTbl NONyYatoT BO3MOXHOCTb BHEAPATb MHHOBALMN

Y YOOBNETBOPATL TPEOOBAHMA MHOXECTBA 3aMHTEPECOBAHHbIX /ML, @ HE PacCMaTpVBaTb

VIX KaK MPOTVBOPEeUVBble 1 B3aMOUCKIoUatoLLme. Tenepb OHM MOTYT He TONbKO obecneurBaTb
HecnpeLiejeHTHO BbICOKMI ypOoBEHb 6€30MacHOCTH, HO 1 AenaTb 3TO C HeObXOANMOW ANs
6V13HeCa CKOPOCTbIO.
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OCHOBHbIE BO3MOXHOCTHU
PacnpegaeneHHblit GpaHamaysp C COXpaHeHnem
COCTOAHNS: BpaHAMAaY3P C COXPaHEHVIEM
COCTOAHNS BMOTb 10 YPOBHS 7, BCTPOEHHBI

B AAPO rMNepBr30pa 1 pacnpeaeneHHsbli no
BCEN Cpefe C nHTerpaumen HemoCpeacTBeEHHO
B8 06/1aYHblE NPUNOXEHWUA, Cpefibl NyONnYHbIX
00M1aKoB 1 annapaTHble y3bl.

MuKpOCerMeHTaLya C yUeTOM KOHTEKCTa:
OMHaMUYeCKoe CO3AaHve NONUTYK 1 rpynn
6€30MacHOCTI C aBTOMATUUYECKMIM OOHOBNEHNEM
B COOTBETCTBMM CO MHOKECTBOM aTprOyTOB

Y A@HHBIX O MPUNOXKEHNAX YPOBHA 7,
nomoratoLiee peanr3oBaTb MONUTUKY
afanTUBHOM MUKPOCErMEHTALMN.

YnpasneHue obnakom: nHTerpauusa ¢ vRealize Suite,
OpenStack v apyrmmn peLeHnAmMY, a Takxe nonHasa
noaaepKa nHterpaumu ¢ Terraform Provider,
mogynamu Ansible 1 PowerShell.

VIHTErpaums Co CTOPOHHMMI PELIEHVAMN:
ycunerme 6e30nacHoOCTH 1 paclivpeHme
BO3MOXKHOCTe ceTeBbix CyK6 bnarogaps
COTPYAHNYECTBY C BEAYLLVIMMA CTOPOHHIMM
NOCTaBLUMKaMM.

Moanep»Kka 06/a4YHbIX TEXHONONIA: MOAAEPKKA
PACWMPEHHDBIX CNYXO CeTU 1 6e30MacHOCTY
KOPMOPaTMBHOIO Kacca Ha pa3nyHbIX
nnatdopmax KoHTeHepoB, B BM v annapaTHbix
y3/1ax C BM3yanu3aLmnen ceTv KOHTEMHepoB.

NSX Intelligence™: yckopeHwe npolieccos
06HapyKeHUs, aHaNM3a ¥ NPUMEHEHNSA NONUTHK
cerMeHTauny NpunoxeHuni 6e3 passepTbiBaHns
HOBbIX CPECTB 1 areHTOB; YNPOLLIEHE NMPOLIeCCOB
obecneyeHus 3aWmTbl 6narogapa BCTPOEHHOM

B VHOPACTPYKTYPY C1CTeMe 6e30MacHOCTY.

NSX Distributed IDS/IPS™: nepenosas cnuctema
06HapyKeHUs yrpos, npegHasHaueHHas

ONA BbIABAEHUS UX PACTIPOCTPAHEHMA B
rOPY30HTaNIbHOM TPAdVIKE, KOTOpas UCMOoMb3yeT
BCTPOEHHOE CPEACTBO PacrpeaesieHHoro aHanmsa
VI ananTyPOBAHHOIO PacnpeneeHA CUrHaTyp.
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BCTDOGH HaA cmcTema 6e30MacHOCTY

NSX Data Center obecneuvBaeT yH1KanbHyto BO3MOXHOCTb BM3yanv3aLumm KOMNOHEHTOB
NPUNOXKEHNA — OT CeTeBbIX KOMMYHWKaLMIA 1O MOBEAEHNA OTAENbHbIX PaboUKX Harpy3oK

Ha YPpOBHe NpoLeccos — 61arofapa TOMY, UTO 3TO PeLUeHVe BCTPaMBAETCA B MMNepsr3op

v Apyrue CTaHOaPTHbIE KOHTPOSbHbIE TOUKM, MOBEPX KOTOPbIX Pa3BEPTLIBAIOTCA MPUNOKEHNA.
Bu3yanumsauma cnocobcTayeT aBToOMaTMUYeCKOMY CO3[aHuI0 MOANTYK CeTeBO Ge30MacHOCTH

B COOTBETCTBUM C TpebyeMbiM ypoBHeM 6e30MacHOCT/ NpUnoxeHra. bnarogaps sTomy
MT-nepcoHan, cneynanmcTsl No MHGOPMALIMOHHOM 6E30MacHOCTM 1 Pa3paboTUnKm
NPUNOXKEHWA TPATAT MeHbLUE BPEMEHM Ha LIMKbl MPOBEPKM 6e30MacHOCTL.

Kpome Toro, 370 pelueHvie obecneymsaeT CornacoBaHHoe NPUMeEHeHe NOANTUK
6e30nacHoOCTV B cpefjax ¢ Heckonbkumu LIO v B rvbpuaHbix obnakax, a Takxe nosHblii
KOHTPOJb Hafl MPUAOXKEHNAMY Ha OCHOBe BM, KOHTEHEePOB 1 annapaTHbIX CEPBEPOB.
NSX Intelligence obecneunBaeT HenpepbIBHYO BM3yanu3aumio 8 mactabe LIO/, uto
3HaUWTENbHO YNPOLLAET 1 aBTOMATU3NPYET BHEAPEHME MUKPOCErMEHTALMN.

Pewwenne VMware NSX Distributed IDS/IPS nomoraeT 6e3 Tpyfa obecneuriBats COOTBETCTBME
HOPMaTUBHbBIM TPEOOBAHMAM, CO3AaBaTh BUPTYasbHble 30HbI 6e30MacHOCTY 1 0OHAPYKMBATb
pacnpocTpaHeHue yrpo3s B ropu3oHTanbHom Tpaduke. NSX Data Center Takxke npefoctasnsaet
BO3MOXHOCTY BM3yan3almin 1 ynpasneHus Ana CTOPOHHWX CIy»K6 0e30MacHOCTH, Hanprmep
6paHaMay3pOB HOBOMO MOKOMEHNA, CUCTEM NPefoTBPALLEHMA 1 OOHAPYKEHWA BTOPKEHWI
(IPS 1 IDS) 1 aHTBMUPYCHbIX CPEACTB, UTO NOBbILAET X IPHEKTUBHOCTD.

NSX Data Center nomoraet npeBpat1tb obecrneyeHre 6e30nacHOCTH (KOTopoe [0 3TOro
3aK/I0YaNOCh B PearnpoBanHuny Ha BO3HYMKLLIVE Yrpo3bl) B YNPEXAAIOLWMNIA, MHTErPUPOBAHHDIN

V1 @BTOMATM3MPOBAHHBIY 3TaM XM3HEHHOTO LMKNa Pa3paboTKy NPUIOKeHW. Hosble
VIHMUMANM3MpOoBaHHble paboune Harpy3Ky aBToMaTMUeCKn HacneayoT NOANTUKIM 6e30MacHOCTY,
KOTOpble MPOJOMKAIOT 4eICTBOBATH B TeUEHME BCEro VX KM3HEHHOTO Lnkna. Mpu yaaneHunm
PabouMX Harpy3oK NOAUTHKM 6e30MacHOCTM YAANSIOTCA BMECTE C HUMM, UTO yMeHbLUaeT obulee
YMCNO NOMUTUK M YNPOLLAET ynpasneHue.

—————————d
—————————d
—————————a

NSX Data

Center

PUC. 2. MprHyanTenbHOE NpUMEHEHE NOUTMK 6€30MacHOCTY Ha CaMoM
JAeTannsnpoBaHHOM ypoBHe LIOJ
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ABTOMaTU3aLMA

B YCNOBMAX pacllNpeHns cd)ep LEATENbHOCTN N YCKOPEHUA Pa3BUTNA KOMMaH i
aBTOMATU3alMA BUPTYATM3NPOBAHHbBIX ceTen 1 cucTtem besonacHoCTH obecrneymnsaeT
co3AaHvie 1 pa3BepTbiBaHWe CNYXO 1 MPUNOXKEHMI B COOTBETCTBIN C TEMMaMy POCTa b13Heca.
ABTOMATM3aLMA MOMOraeT 130aBUTbCA OT BbIMOHAEMbIX BPYUHYIO 1 MOABEPKEHHbBIX OLWINOKaM
3afja4 1 MOXET CyLeCTBEHHO YCKOPWTb pa3BepTbiBaHe |'Ipl/|)'|O>K€HI/Il7I.

NSX Data Center 8 couetanuu ¢ 10 ans ynpasneHuna obnakom (Hanpumep,

VMware vRealize® Automation Cloud™) peanusyeT LeHTpanu3osaHHoe ynpasneHue
VHUUManm3aumen, pa3sepTbiBaHeM, MPOLeCCamm 1 BbIBOLOM U3 3KCMyaTalmm
MHOPACTPYKTYPbl CeTH 11 6€30MaCHOCTH, a TakKe NpUNoxKeHunit. C MOMOLLBIO TaK1X CPeACTB,
Kak Terraform v Ansible, peweHna VMware NHTErPUPYIOT XU3HEHHbIV LMK CNYKO ceTel

v 6e3omnacHoOCTH 1 bnarofapa STOMy aBTOMATV3MPYIOT BCE MPOLECCHl B MHOPACTPYKType

M YCTPAHAIOT «y3KMe MeCTa» KM3HEHHOTO LMK NPUNOXKEHWNI, CBA3AHHbIE C CETAMM

1 6e30MnacHOCTbIO.

ABTOMaTM3aUMA CNyxO ceTn 1 6e30nNacHOCTH ANA TPAANLUMOHHDBIX (Ha ocHoBe BM) 1 HOBbIX
(Ha OCHOBE KOHTEMHEPOB) MPUNOXEHWI CTAHOBMTCA BO3MOXHa Onarofgapa NprYmMeHeHmo
0bUMX NONUTUK CeTU 1 6e30MacHOCTM Ha oberx NnaThopmax. Kpome Toro, 310
obecneyrBaeT aBTOMaTUUeCKOe pa3BepTbiBaHNE, MEPEHOC M BbIBOA 13 IKCMyaTaumm
NpUNoXeHuin B NokanbHbix LIOL, B 4acTHBIX 1 NyO6ANYHBIX 0bnakax.

BbluncnutenbHble

neun. pecypce!
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Pa3BepTbiBaHMe NakeToB

Xpanunue be3onacHoCcTb MoHUTOPYHF

VRealize Automation

Heckonbko mu HYT
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PUC. 3. BbicTpoe 1 BOCMPOU3BOAMMOE Pa3BePTbIBaHME 3a CYET aBTOMATM3aLMy Cyx6 ceTn
1 6e30nacHoCTn

CeTnt oA MHOroobauHbIX cpef

NSX Data Center 1 NSX Cloud™ 06pasyioT eamHyio Mofienb CeTU U CUCTeMbl 6e30MacHOCTY

ONA pasHbix cpef, 130aBnAs Bac OT HEOOXOAMMOCTM HAaCTPanBaTh CETb BPYUHYIO 1 0becneynsan
BbICOKYIO OMnepauUnoHHyto 3GdeKTUBHOCTb Gnaroaapa asTomatmsaumnm cetu. lMonutrkn cetn

1 6e30MaCcHOCTY NPUMEHAIOTCA K KoM paboyelt Harpyske B TeUeHvie BCero ee Xmn3HeHHoro
UMK, ynpoLLas ynpasneHne rmopuaHbiMm 1 MHOroobMauHbIMK Cpeiamu. PelueHne

NSX Federation obecneuviBaeT LEHTpan13oBaHHOE ynpasneHe NoanTMKamMm B PasHbix Cpeaax
(nokanbHbIX 1 06MaYHbIX), yAOOCTBO SKCMyaTaUWy 1 COrNacoBaHHOE NPYMEHEHWE MOANTHK

B Pa3NNYHbIX 0bnaKax.
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3TO AaeT BO3MOXHOCTb MEPEeHOCUTL BUPTYanbHble MalwHbl 1 gaxke LOL 13 ogHom cpeabl

B APYrYI0 C MYHVIMANbHBIM UV Aaxe HyneBbIM MpOCToeM NpunoxeHuin. bnarogapa stomy
KOMMaHMM MOTYT YCKOPUTb BOCCTaHOBSIEHVE BO BPEMA 3anfaHNPOBaHHBIX MPOLECCOB
MUTPALVIN W He3annaHMPOBaHHbBIX NPOCTOeB. Ecnv ceTb 1 cncTemMa 6@30MacHOCTI OXBATbIBAIOT
Pa3HOPOAHbIE CPe/lbl, KOMMaHWK Takxe MOTYT MCMOMb30BaTb PECYPChl PA3NMUHBIX GU3NYECKIMX
LIO[ kak earHoe uacTHoe 0bnako. I1a Gopma 0ObeANHEHWA PECYPCOB B MyIbl C LIEHTPaMK
00pabOTKM AAHHbBIX B PEXKMME «aKTVBHDbIA-aKTVBHDBI» Ha3blBAETCA OObeANHEHNEM HECKONBbKIX
LUOA B nyn vnu reorpadurueckin pacnpeneneHHbiMy nynamu.

CoBMeCTHO OHY obecneyunBaloT 6e3onacHoe 1 ynooHoe nepemeLieHe NPUNoXKeHNi, ynpoLlas
MUFpaLmio pabourix Harpy3oK 8 0061aKo 1 13 Hero, a Takke Mexay Gr3nyecKumMy Cpefamul.
Bnarogapsa NSX Data Center 1 NSX Cloud BrpTyanu3vpoBaHHas nnatdopma cetu

1 6e30MacHOCTH, KOTOpYto MT-0TAebl MCNONb3YIOT B MHGPACTPYKTYPE, CTaHET JOCTYMHON

B obnake 1 B Apyrix Cpeaax, YTo ynpoCTUT 1 YCKOPWT MUrpaLio.

@ I'IPl/IJ'I.6
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YactHoe obnako YnaneHHbin LOJ My6nuyHoe obnako

PUC. 4. CornacoBaHHasa Mexay cpeAamu 1 obnakamu nHOpacTpyKTypa CeTu 1 CUCTEMbI
6e30MacHOCTW, CHIKatoLLaA ylep6b oT NpocToeB

CeTb 1 cucTeMa 6e30MacHOCTI A1 COBPEMEHHbIX MPUITOKEHI
NuTerpaums VMware NSX Data Center ¢ HOBbIMM MaThopMamyt MPUIOXEHWI MoOMoraeT
Pa3BEPHYTb CPEACTBA YNpaBneHna CiiyKbamm ceTv 1 6e30MacHOCTM (HanpumMep, NOACUMCTEMD
6anaHCMPOBKI Harpy3sKy, OpaHaMay3pbl, KOMMYTaTOPbI U MapLIPYTU3ATOPbI) UCKIIOUMTENBHO
NpPOrpaMmHbIM CNOCOBOM 1 UCMOMNB30BaTh WX MO MOAENM «MHGPACTPYKTYPa Kak Koa» Ha
ocHose API.

Bce 6onblie NpUNoXKeHni CO3AaeTCA Ha OCHOBE KOHTEMHEPOB 1 MUKPOCIYXD, MO3TOMY
BO3MOXKHOCTb MOAKIIOYATb U 3aLUMLIATL 3TN HOBbIE NMPUIOXKEHWA B BUAE eAnHON paboueit
Harpysku oveHb BaxkHa. NSX Data Center npefjoCTaBnAeT KOHTENHEPaM 1 MUKPOCTYX0am

Te e BO3MOXKHOCTY, UTO U BCEM OCTaIbHBIM PAabOUMM Harpy3Kam 1 KOHEUHBIM YCTPOICTBAM,
BKSIOUaA MOAAEPKKY CETEN YPOBHA 3. DTO pelleHvie NOAAEPKIMBAET CO3AaHNe CeTeN MeXay
KOHTEMHEPaMV, a Takxke MUKPOCErMeHTaLMIO 10 YPOBHA OTAE/bHbBIX KOHTEMHEPOB (B TOM Yncne
[NA MUKPOCTYKO) C NOMOLLBIO MOMUTUK, NEPEHOCKMBIX C PAbOUMMI Harpy3kamm no mepe

UX MHALMAN3aLUmMm, U3MeHEeHVA, NepemelLleHns 1 BbIBOAA 13 SKCMyaTauum.

NSX Data Center MHTErpnpyeTca C HECKONbKMMM NnaTGopmamm 1A OPKeCTPaLMN NPUIOKEHN
VI KOHTEIHEePOB, MMMNePBM30PaMK U NyOANUHBIMI 0BNaYHbBIMK CPeAaMK. DTO PeLleHNe Takxe
VIHTErpupyeTca ¢ nnatdopmMamn NPUAOKEHWI, YTO MOMOTaEeT Peann30oBaTh BCTPOEHHbIe
ajanTVBHbIE BOMOXHOCTM YNPaBAEHMA C1yK0amu CeTh 1 6e30MacHOCTM Mo Mepe pa3paboTky
HOBbIX MPWIOXKEHWI.
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VMware NSX Data Center

AONOJIHUTENIbHbIE CBEAEHUA

[lononHuTenbHble cBefeHna CM. Ha CTpaHuLe
vmware.com/go/nsx.

NSX Data Center: mexHu4eckut npocnekm

NSX Intelligence: 063op peweHus

CmpaHuya npodykma NSX Distributed IDS/IPS

BusHec-npunoxenue 1/6nsHec-noppasaenenve 1
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Mnatdopma NSX

JlokanbHoe peweHune: vSphere, annapatHble KOMNOHEHTH 1 KVM

PUC. 5. Peann3auma pacluimpeHHbIX Cy6 ceTv 1 6e30nacHOCTM 418 paboumnx Harpy3oK B KOHTENHepax
Ha pa3sHbix nnaTGopmax NPUNOKEHWNIA, B pasiNyHbIX Cpeaax 1 obnakax

YCKOpeHHasn peanvsayma npenmyLwecTs 4 Oun3Heca 1 co3gaHune
nnathopMbl ANA AanbHENWEro pa3sUTIs

B komnanmax, ncnonbayowmx NSX Data Center, 3To pelueHvie 6bICTPO CTaHOBUTCA OCHOBOW
cTpaterny peanusaumn nHopactpyktypbl LIOI 1 MHOroobnayHow cpefbl, a Takxe nrpaet
onpenensioLLyto ponb B ycnelHown pabote MT-otgena. B HacToALee BpemaA ThiCAYM 3aKa3uMKOB
NSX Data Center peanvsyioT npenmyLiecTsa Ana CBOVX KOMMaHWI, NCMOMb3yA BaxHble
NPWNOXEHNA B ObICTPbIX, 3aNTVBHbLIX 1 6€30MaCHbIX BUPTYabHBIX CETAX, SOOGEKTUBHOCTL
KOTOPbIX HEAOCTWKMMA ANA TPAANUMOHHbIX annapaTHbIX CeTel.

Bnarofapsa CoOBpemMeHHbIM CETEBBIM TEXHOMOMMAM ¥ MexaH3Mam 6@30NacHOCTI 3aKa3umnKu

NSX Data Center He TONbKO MOMEHTa/IbHO MOYYatoT CYLLECTBEHHbIE MPENMYLLECTBa,

HO 1 1306aBNAIOTCA OT HEOOXOAUMOCTI PELLEHNA ANUTENBHBIX U TPYAOEMKIX 3aAaY, paHee
OTHMMABLLVIX 3HAUMTENBHYIO YaCTb PaboYero BpemMeHn. 70, B CBOK Ouepe/ib, AeT KOMMaHUAM
BO3MOXXHOCTb OMTUMM3KPOBATL OPraHM3aLMOHHYI0 CTPYKTYPY C yYeToM OyayLimnx noTpebHoCTe
6v3Heca 1 ponel NT-cneumanincTos, HeObXoAUMbIX NS YAOBNETBOPEHNA TUX NOTPEOHOCTEN.
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