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TemaTunyeckasn ctatbs

BBegeHue. UM kak Heobxoammoe ycrnoBue Ans KubepodesonacHocTH

maeHoe, YTo GecrnokouT UT-cneunanucToB 1 creumanmcToB no 6e3onacHOCTU, — 3TO pacTyLLas U30LPEHHOCTb
Yrpo3, KOTOPbIM NOABEPratoTCcs KOPropaTUBHbIE CUCTEMbI 6E30MaCHOCTU U BLIYUCIUTENBHBIE CPefbl.

3NOoyMbILLNIEHHNKN HAy4YUIIUCh CKPbIBaTb M aBTOMATM3NPOBAaTh aTaku, a UX MeToabl HaCTONbKO pa3HO0bpasHbl,
YTO JaKe MOBTOPHbIE aTakum HUKOrAa He ObiBatoT ogmHakoBbiMU. UT-cpeapbl cTaHOBATCA BCe 6oree CroXHbIMU: MO
nporHo3am LogicMonitor, k koHuy 2020 r. 83% Bcex pabounx Harpy3ok AT ByaeT BoinonHATLCA B obnake. Bee
bornbLue paboynx Harpy3ok NPUXoAMTCS Ha A0 Nofb3oBaTenemn, padboTaloLlmX yaaneHHo. VIHTEpHET BeLlen
€XXEerogHo NonosHAETCA MUnnMap4ammn yCTponcTs. Takum o6pa3omM, KOHTPONMpoBaTb 0OaKo CTaHOBUTCS
HaMHOrO CINoXHee, YeM NepuMeTp TPaAMLMOHHBIX foKarbHbIX cpeq. B obnake HEeT YeTKux rpaHuL, KoTopble
MO>XHO ObIS10 6bl 3aWMTUTL. KpoMe Toro, CUTyaumio YCRoXHAET 60MnbLUIoM 4edUUMT KBannuLmpoBaHHbIX
crneumnancToB no kmbepbe3onacHOCTU.

W3 Bcero BblLlenepe4ncrieHHoro MOXXHo caerartb BblBOA, YTO NN — He NpPOCTO CamMmoe Sq:)q:)eKTVIBHOG, a
€0UHCTBEHHO BO3MOXHOE peELLeHne. rlpeVIMyLLl,eCTBO cpeactB W 3aknovaeTcsa B TOM, YTO OHU MO3BOSISOT
yNpaBiAaTb GonbnMn obbemamm Tpa(bI/IKa 6es npueriedeHnA AonosiHNTENbHbIX CrieumnarimcTos.

Pasnu4yHbie Tunsbl UA

CyliecTtByeT pacnpocTpaHeHHOe MHeHue, 4To Bce cpeactaa M oguHakoBbl. OgHako 310 He Tak. BakHO noHumaTh,
KakMMu BO3MOXHOCTAMM obnagaeT MW v uto nogpasymeBatoT nog 9TMM MOCTaBLLMKKM, ucnosnb3ayowme U,

VICKyCCTBEHHbIN MHTENNEKT — 3TO OBLLIMPHOE Hay4HOoe
HanpasneHne. OHo BKMNo4aeT B cebs1 9KCNEPTHbLIE CUCTEMBI,
TO eCcTb 0by4aeMble BblMUCNIUTENbHbBIE CUCTEMBI, CNOCOBHbIE
NPVHUMAaTh peLleHns B onpeaeneHHon npegMeTHon obnacTu.
WU Takke BkrtoyaeT B cebs MallnmHHOe obyyeHue.
nupyemoe

nogpasymeBaeT R d—

CaMOCTOATENbHbIN MOUCK OTKMOHEHWIA UM N3MEHEHNI B oByueHue

nosegeHun Ui akTMBHOCTW. WckyccTBeHHbIN
WHTENNeKT

KoHTponu-
pyemoe
MalUMHHOe
obyyeHue

MawwnHHoe
HekoHTpo- SR ACLTL

Fny6uHHoe
obyuyeHune

Opyron Tnn WA, ,
npefHasHadeH Ans noucka no KpuTepusam, 3agaHHbIM B
npouecce obyyeHuns. Bo MHOMMX cnyyasx aTOT npouecc oby4eHus
aBTOMaTU3MPYETCH M UCNOMb3yeTCH B cUCTEMax, onpeaensioLmx,
HY>XHO N BbIBOAWUTb Kakne-nnbo AaHHbIe.

KcnepTHbIe
CUCTEMbI

— 3TO KBUHTACCEHLMSI BCEX BO3MOXHOCTeN N, B kadecTBe npumepa MOXHO NpUBECTH
nporpaMmy pacrno3HaBaHUs CUMBOJIOB, OCHOBAHHYH Ha TEXHONOMN ryGMHHOrO 00y4eHus: cHavana 3agencTByeTca
moaynb W anst onpegenenns rpaHuy, CUMBOMOB, a 3ateM — moaynb W, onpegenstowuin s3bik No pedynstatam
nepBoHa4anbHOro aHanmsa hopmbl ByKB.

Tenepsb, Korga y Bac ectb obuwee npeacraenerHne o Tunax VI, nepengem kK paccMOTPEHUIO PasfUYHbIX KOMOUHALMIA
3TUX TUMOB, NO3BOMNSAIOLLMX 3PPEKTUBHO OBHAPYKMBATL AaXe camble TPYOHOYNOBMMbIE aTaKu.

5 knbepaTtak, KOTopble CroXHO 0bHapyxuTb 6e3 cpeacts VA 2
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5 KmbepaTak, KOTOpble CNOXHO OOHapPYXUTb Oez cpencte U

Emotet — 3T0 MoaybHas TposiHCKasa nporpamma Ans atak Ha GaHKOBCKUE CUCTEMbI, KOTOpasi UCMOSb3YeTCs B TEYEHVe
MHOIVX NET 1 nonyyaeT Bcé Gonbliee pacnpocTpaHeHve. Mo gaHHbiM US-CERT, «Bcero ogHa aTaka ¢
ncnonb3osaHnemM Emotet MoxeT npmBecTy K yobITkaM B MUMIMOHbI OMNNapoBy.

Y nporpammbl Emotet ectb MHTEpecHasi 0COGEHHOCTbL: OHA «OAHOPa30Bas», TO eCTb NpeaHa3HayYeHa ans OAHOKPaTHbIX
aTak. Kpome Toro, oHa nonumopdHa 1 kaxabli pas MeHseT hopMy. B aTy nporpammy Takke BCTPOEH MeXaHU3M
obdyckaumm, KOTOpbIA 3HAYUTENBHO 3aTPYAHSET ee 0bHapyKeHue.

PeweHne VMware NSX Advanced Threat Analyzer Bnepbie o6Hapyxunno Emotet ewe B 2015 r., Ho cenvac, cnycTs
HECKOINbKO NeT, Takme aTaky NPOUCXOAAT BCe valle. OT0 06bsACHAeTCA NONMMopdrM3MOM NporpamMmel, 13-3a
KOTOPOro ee HEBO3MOXXHO OBOHAPY>KMTb C MOMOLLIbIO CTaHAAPTHBIX MOAENen pacno3HaBaHUA CUrHaTYp.

YTtobbl 06bsicHUTB, kak NSX Advanced Threat Analyzer o6HapyxmBaeT
Emotet ¢ nomoLubto cpeacts VI, BCNOMHUM APEBHIO MHOAUNCKYIO NPUTYY
O LUECTU CrenbIX, KOTOPbIM BNEPBbLIE B XXM3HN BCTPETUICA CNOH. Crenble
OKPY>XUIKX CIIOHa U CTanm ero oLynbiBaTb, KAXAbI CO CBOEN CTOPOHbI.

OpvH Hawynan XBocT 1 Bbin y6exxaeH, Y4To CIIoH NMOX0X Ha
BepeBky. [Ipyron B3snca 3a OvMBeHb 1 cTan yTBepXaaTtb, YTO
CITOH MOXOX Ha Konbe. TpeTu o6XBaTU HOTY U 3asiBUIT, YTO
CIOH MOXOX Ha AepeBo.

Bce cnenklie 6binv Henpaebl, MOTOMY YTO HUKTO M3 HUX HE MOT
oulynatb crnoHa uenukoM. OHKU He BUAENM NosHyto kapTuHy. Kpome
TOro, crenble He B3anMOZeNCTBOBanNu Apyr ¢ ApYroM U He MOrmu
COCTaBUTb e4QNHOE BnevatneHune o croHe. B cnyyae ¢ Emotet 10 xe
caMoe NpouCXoanno C aHTUBUPYCHbIMU NporpaMmmMamu, KOTOpble He
MOFTIN TOYHO ONpPEeaenunTb, YTO OHU OBHaPYKUIK.

UHpaunckas

npuT4ya o WwecCTun
cnenbixX

NSX Advanced Threat Analyzer obHapyx1BaeT Emotet ¢ NOMOLLIbIO KOHTPONMMPYEMOro MaLUMHHOTO 0BYyYeHMs U
KOMBMHaumn aKkcnepTHbIX cuctem. KoHTponvpyemoe malunmHHoe obyvyeHne MOXHO 0bpasHo NpeacTaButb B BUAeE
noJen, oLynbIBaLLMX pa3nMyHble YacTu Tena croHa 1 cobvparowmx pasnmyHble gaHHble. Mogyne A npyHumaet
MTOrOBOE PeLLEHNE Ha OCHOBE AaHHbIX O CIIOHE, MOflyYeHHbIX B MPOLIECCe KOHTPOMMPYEMOro MaLUMHHOIO 0by4YeHus.

MmeHHo Tak VMware NSX Network Detection and Response o6HapyxuBaeT Emotet. 3710 MO pacnosHaeT oTaenbHble
XapaKTepPUCTUKN B KOHTEKCTE CBOMX 3HAHWI O «CIIOHE» (TO eCTb O TPOsSIHCKOW nporpamme Emotet).

Ecnu MO oGHapyxunBaeT Nogo3puUTENbHYIO 3arpy3ky AaHHbIX U NaHMPOBaHWe yaarneHHon 3agayn, 3T ABa MHUMAEHTa
MOTyT HE pacLeHMBaTbCA Kak yrpo3a. Ho koraa ogHOBPEMEHHO C HUMW pacno3HaeTCs BPeAOHOCHOE BIOXEHMe Ha
cepBepe ANEeKTPOHHON MOYThI, CTAHOBUTCS OY4EBUOHO, YTO 3TO aTaka C ucnonb3oBaHneMm Emotet. bBnarogaps
TexHonormm koHTponmpyemoro odyyeHns NSX Advanced Threat Analyzer conoctaBnsieT pasnuyHble AaHHbIE U
NPUHUMAET peLLeHuUs.
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https://en.wikipedia.org/wiki/Emotet
https://www.us-cert.gov/ncas/alerts/TA18-201A
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ATtaka Ne2. Mirai

BoTHeT Mirai — oauH 13 camblix HENPUATHbIX BUPYCOB. OueHb MHOrMEe noaBseprincb 3TON aTake, U NOYTU ONsi BCEX OHa
CTana HeOXngaHHOCTbLIO.

OT10T 60THET GbIN 06pa3oBaH n3 ycTponcTs MIHTepHeTa Bellen, BKITHoYas NepcoHarbHble BblMUCIUTENbHbIE
YCTPOWCTBA, KaMepbl, TEPMOCTaTbI U AaXe YMHble ABepPHble 3BOHKW. BpegoHocHoe MO yganeHHo ycTaHaBnmMBanoch
Ha ntobble ycTpowncTea ¢ sapom OC UNIX.

M3-3a 6oTHeTa Mirai opraHusaumm yTpatunm JOCTyN K Takum npunoxeHusm, kak Twitter n Netflix, a Takke k BakHbIM
Ou3Hec-cuctTeMam, BKIoYasi CUCTEMbI MPOMBILLSIEHHOW aBTOMaTU3auUmMm 1 KOHTpons goctyna. Kakon n3a tunos A mor
Obl pacno3HaTb rOTOBSLLYIOCS aTaky C ucnonb3oBaHnem 6otHeTa Mirai?

B MO NSX Network Detection and Response ncnonb3yeTcs HEKOHTpoNMpyeMoe MallnMHHoe obyyveHme. Mogyns A
HenpepbIBHO 0by4yaeTcs, oTcnexusas gaHHble B IHTepHeTe 1 06blYHbIN BepTUKanbHbIA U FOPU3OHTaNbHbIV TpaduK.

YToOhI npencrtaBnUTb 3TO ©onee HarnsgHo, npoeeaemM aHariormo ¢ KoLkamu. KoLuku ObiBatoT pPa3HbIX
nopona, p83HOﬁ OKpacCKun 1 pa3Horo pasmMmepa, Ho BCe OHM MMEKOT OJNHAKOBbIE MNMPU3HAKWU, XapaKTepHble AA
kowlek. Cucrema pacno3HaeT «3TalloHHYO» KOLWKY, HO HEe 3HaeT, XopoLlada OHa UIin nroxad.

SKCI'IeprI B obnactu I Ha3bIBalOT OTKIOHEHUS! OT 3TANOHHbIX AAHHbLIX ﬂpeﬂ(bOM. npeD,CTaBbTe, 4yTO
B norse 3peHnda Cuctembl NOABUITMCb HECKOJ1bKO cobak unv oguH TUrP. Y HUX ecTb 0b6Lne
XapaKTepUuCTuKn, Takme Kak LepCTb U YCbl, HO 3TO Pa3Hbl€ XXNBOTHbIE.

Opend
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https://www.csoonline.com/article/3258748/the-mirai-botnet-explained-how-teen-scammers-and-cctv-cameras-almost-brought-down-the-internet.html
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Tak pacnosHatoTcst aHomanuu. Cuctema He MOXET OMNpeaenuTb, HACKONbKO OMNacHbl 3TM aHOMarnum1, HO OHa TOYHO 3HaET,
YTO TakMe OTKIMOHeHUs TpebytoT AanbHelero aHanmaa. Ecnm nameHeHust HesHauUTENbHbIE, CUCTEMA MOXET HE
pacnosHaTb X Kak BpeJOHOCHYHO aTaky.

3rOYMBbILLMEHHMKN MOTYT HAMEPEHHO «3aCopUTb» AaHHble 00y4eHNs Takum 0bpasomM, YToObl aHOMaslbHasi aKTMBHOCTb
BbIrMsiAena kak HopmarnbHasi. OTo Tak Ha3blBaeMoe BpeAOHOCHOe MalUMHHOe o0byyeHue.

VMware NSX Network Detection and Response aHanuampyeT HopMasbHbIi MOTOK Tpaduka OT cny>bbl, cobumpatoLlen
OaHHbIE C YyCTPONCTB VIHTEpHETA BELLEN, 1 CreauT, YToObl 3TOT TpadmK Obin BXOAALMM A5 AMCNeTYepa YCTPOUCTB
MHTepHeTa Belen. B MO NSX Network Detection and Response Takke UCNonb3yeTcsl HEKOHTPONMPYEMOE MaLUMHHOE
0by4eHne, KOTOPOE NO3BOSISIET MPOBECTU aHANN3 BPELOHOCHOW Cpebl U BbISIBUTL HEMPOMOPLMOHanbHbIE 00beMbl Tpadvka,
nepegaBaeMble B pasnmyHbIX HanpaBnieHnsx, B TOM YUCTie Ha YCTPONCTBA, He npoLuelive ayTeHTudmkaumio B
KOHUeHTpaTope VIHTepHeTa BeLLe.

XopoLunii npumep aHoMarbHOro Tpadmka — AByHanpaBneHHbIN Tpaduk TepMocTaTa, NOAKNI0YEHHOro K IHTepHeTy.
Monb3oBaTenks neproanvecky OGHOBNSAET TeMNepaTypy, HO B BOMLLUMHCTBE CryyaeB OT YCTPOMCTBA NOCTYNaT TOMNBKO
JaHHble TenemeTpun. Bo BpemMs BHe3anHon atakv Mirai 370 noBefeHne M3MeHnnoch, 1 yCTPOMCTBO CTarno nepegaBatb
HamHoro 6onblLue Tpaduka B HETUMMYHOM HaMpPaBrEHNN.

MO NSX pacnosHaeT Takyto aKTUBHOCTb Kak NOA03pUTENbHOE CkaHMpoBaHue NopToB. [ovemy ycTponcTBo VHTepHeTa BeLei
Tak cebs Beget? NSX Network Detection and Response o6HapyxmBaeT 60THeTbI Mirai, MOCKOnbKy HEKOHTPONMPYeEMoe
MaLLWHHOE 0By4YeHme NOo3BONAET pacno3HaBaTb aKTUBHOCTb, OTIIMYHYHO OT YCTAHOBMEHHBLIX 3TaNOHHbIX AaHHbIX.

LokiBot — aT10 TposiHCKas nporpaMMa Afis KpaXku y4eTHbIX AaHHbIX, KoTopast MOXeT ycTaHaBnmBaTbes Ha nnatdgopme
Windows, HO yalLe Bcero ucnonb3yeTcsa ansa atak Ha yctporctea Android. OHa pernctTpupyeT akTMBHOCTb MOMb30BaTens,
BKITOMasA HaXxaTtus KHOMoK Ha TernedoHe unun gpyrom yctponctee Android n HaxaTus KnasuLl Ha KnaeBmaType KomnbroTepa.

Ataku LokiBot MoxxHO NpeaoTBpaTUTL C MOMOLLBIO OMOMETPUYECKON MK ABYXAKTOPHON ayTeHTUdMKALUN, HO 3TN
TEXHOJSIOrMM NCMNOSb3YOTCSA HE BO BCEX MPUIOXKEHUAX U HE Ha BCeX ycTponcTeax. Hanpumep, B mapte 2017 T.
BpefoHocHas nporpamma LokiBot Gbina npegyctaHoBneHa Ha MHOXECTBO CMapT(OHOB 1 MMaHLWETOB CO CTaHOAPTHOM
onepauunoHHol cnuctemon Android, koTopble ObINM NpoAaHbl HUYEro He NOAO03PEBaOLLNM Nonb3oBaTensm. Kak MoXHO
ObINIO 3aLUTUTLCA OT 3TOr0?

NN — npeanbHas TexHonorusa anst obHapyxeHus LokiBot, nockonbky oHa no3sonsieT
OLHOBPEMEHHO UCMONb30BaTh KOHTPONMPYEMOE 1 HEKOHTPONMpYEMOE MaLUMHHOE 0by4eHue.
MpencTtaBbTe cebe ycKkopuUTeNb 3apsiKeHHbIX YacTuL, Hanpumep bonbLuo agpoHHbIN
konnangep LIEPH, roe yactuubl ctanknBarTcsl HAa OFPOMHON CKOpOCTU. Takoe
CTOSIKHOBEHME MPMBOAUT K pacCemBaHNI0O atoMa U BbiAENEHNI0 ero COCTaBHbIX KOMMOHEHTOB.
WHorga Bo3HMKaT HenpeaBuAeHHbIE aHOManun B BUAE NOBOYHbIX YacTuL,. Taknx CKpbITbIX
aHomanui 6bITb He JOIMKHO. KpoMe Toro, MoryT NosiBUTECS BEPHbBIE NMPU3HAKN HEKOTOPbIX
aTOMHbIX 91eMeHTOB. B nogo6HbIX cuTyaumsax ncnonb3yrtes oba tuna NA:
KOHTpONMpyeMoe MallMHHOe 0by4eHne Anst OOGHapyXeHUs OXnOaeMon aKTUBHOCTU U
HEKOHTPONMPYEMOE MaLUMHHOE 00yYeHMe A1 OOHapy>KeHUst aHoMarnui.

Kak pabotaeT NN B cnyyae ¢ LokiBot? bnarogapsi TeXHONOMmM HEKOHTPOMPYEMOro MalumMHHOro o6ydeHnss NSX Network
Detection and Response pacnosHaeT aHoManmm 1 OTKIIOHEHMS OT 3TanoHHbIX NapameTpoB. Kpome Toro, a1o O obHapyxumBaeT
aHoMasbHOe NMoBeAEHNE C MOMOLLbIO anfOPUTMOB, OCHOBAHHBIX HA KOHTPOMNMPYEMOM MaLLMHHOM 00y4eHun. B codeTanmnm ¢
NSA ATA a1o MO 06GHapyXMBaeT CXOACTBO C U3BECTHLIMY BPEAOHOCHLIMM 00bEKTaMu, HaNpUMep ¢ CerMeHTaMm Koaa,
KOTOpbIe y>ke ObInun 3ameueHbl B knueHTckon 6ase NSX. MO aHanuampyeT dainsbl, 06HapyXMBaeT 31IEMEHTbI FOPU3OHTANbHOIO
Tpaduka 1 ULLET NPU3HAKN BPEAOHOCHOW aKTUBHOCTU, HAanpuMep CerMeHTbl Kofa (MOBTOPHO UCMOSb3yeMble CTOPOHHUE
COCTaBHbI€ KOMIMOHEHTbI) U3 Boree paHHUX aTak. ATO AnNeMeHT KoOHTponupyemoro V.

[ns obHapyxeHus LokiBot TpebyeTcs KOMBMHaLMS KOHTPONMPYEMOrO Y HEKOHTPOMNMPYEMOro MaLUMHHOIO OByYeHus.
Hun ogHa 13 3TMX TEXHONOrMIN MO OTAENbHOCTU HE peLlaeT 3Ty 3agadvy.
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https://www.lastline.com/blog/counter-adversarial-machine-learning/
https://www.zdnet.com/article/lokibot-information-stealer-now-hides-malware-in-image-files/
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MHorue ctanu xeptesamu DMSniff — yctaHoBlwmka POS-TemuHanos. 3Ta nporpaMmma pasmeLLaeTcsl Ha YCTPOMCTBaX,
KOTOpble UCMONb3YTCA AN MOBCEAHEBHbIX MMaTeXeln B Mara3nHax, Ha 3anpaBOYHbIX CTAHLUUSAX, B pecTopaHax 1
apyrux mectax. [Nporpammy DMSniff He yaaBanocb 06HapyxuTb 6onee YeTbipex NeT, U 0T Hee NocTpagano MHOXECTBO
PO3HMYHBbIX KOMNaHuin. [ns 6opbbbl ¢ DMSniff TpebyeTcs coueTaHmne rnybuUHHOro 0By4eHUs 1 KOHTPONMPYEMOro
MaLLMHHOro 0by4eHus.

MexaHuam obHapyxeHuss DMSniff MOXXHO 06bACHUTE Ha NpUMepe Tenecepuana
«[deTtexkTvB Pawy. [leTekTMB AOMKeH pa3obpaTbCs C HepacKpbITbIMU Aenamu, a 'y
nonuumm ectb obpasubl HK, B3aTeie Ha mecTe npectynneHus. AHanm3 JHK nossonser ¢
BbICOKOM TOYHOCTbIO YCTAaHOBUTL JIMYHOCTb NPECTYMNHUKA, OAHAKO OH He JaeT pe3ynbTaTa,
ecnv B 6a3e JaHHbIX He HaWZeHo coBnageHun ¢ B3sTeiMy obpasuamm JHK.

Heckonbko neT Hasazg Npou3oLLno 3HakoBoe cobbiTne — nosasunack komnanus 23andMe.
OT1a u gpyrve nogobHble KOMNaHMKM NpegnaraT Habopbl ANnst NPOBEAEHWS FTEHETUYECKMX
TECTOB Ha JOMY, C MOMOLLIbIO KOTOPbIX 060 YENOBEK MOXET TOYHO ONpeaenuTb
cTpykTypy ceoen [IHK, a Takke y3HaTb, Kak BbIrNg4eny ero npeakn N HackosbKo OH
noaBep)XeH onpenerieHHbIM 3aboneBaHnaM. MUNMMOHbI N0AEeN yxke caenanun Takme
TecTbl, bnarogapsi YeMy 3HauMTeNbHO paclumpunack 6asa OHK. Tenepb, korga nonvuus
muieT nogospeBaemblx no 6ase [HK, oHa nony4aeT ecnv He TOYHbIE, TO OYeHb Bnnskme
coBnageHus. C nomoLlpbto TexHonorum N, Takmnx kak rmyornHHoe obyyeHne, nonmums
MOXeT cpaBHUTb 06pasubl IHK, B3sTbie Ha MecTe NpecTynneHnsi, ¢ OOPOBOSBLHO
nononHsieMon 6a3on gaHHbIx 23andMe 1 ¢ 6onbLIOK BEPOATHOCTLIO HAUTK
POACTBEHHWNKOB Nogo3peBaemoro. [laxe ecnv He HangeHo 100-NpoLEeHTHbIX COBNaaEHUN,
M no3BonsieT cnegoBaTensiM HanTU YNeHOB CeMbU, K KOTOPOW, BO3MOXHO, NMPUHAANEXNT
nogo3peBaeMbIN.

B cpefie xakepoB LUMPOKO pacrnpoCTpaHeHo NoBTOPHOE MCMOMNb30BaHNe Koaa. Xakepbl akTUBHO B3aUMOOENCTBYOT ApYr
C OpYyroM 1 Jensitcst aneMeHTaMy kofda 1 npoleaypamm, KoTopble Aokasanv cBoo adpdeKkTUBHOCTb. Takve parMeHTbl
KoOa UMEetoT YeTKEe OTNNYMTENbHbIE NMPU3HAKN UM XapaKTEePUCTUKM.

B cnyyae ¢ DMSniff npyumeHsieTcst UMEeHHO Takon nNpuHUMn, 6narogaps yemy cpeactea MM B coctaBe NSX
Advanced Threat Analyzer oGHapyxu1BatoT 3Ty Bpe4OHOCHY0 nporpammy. 10 obHapyxmBaeT 06¢yCcuMpoBaHHbIN
Tpaduk B DMSniff, nockonbky KOMaHgHbIM 1 yNpaBnAloLWwmni (CUrHanbHbIN) Tpauk B OCHOBHOM COAEPXMUT AaHHbIE O
Ha)kaTusAX KrnaBuL Unu faHHble 6GaHKOBCKUX KapT. ATO TOT cambllii MOBTOPHO UCMOMNb3yEMbI 3NIEMEHT KoAa,
KOTOpbIN NOBTOPSAETCHA CHOBA U CHOBa. [laxe ecrniv coBnageHne HeTOUHOE, NPU3HaKN OYeBUOHbI.

KoHTponupyemoe mawmHHoe 0byyeHune, ncnomnb3dyemoe B MO NSX Network Detection and Response, nossonser
0BHapyXnTb Takne M3BECTHbIE YrPO3bl, Kak CO3A4aHNe BPEAOHOCHbIX JOMEHOB M IKCUNbTPALIMSA AaHHbIX MO KaHanam ¢
HW3KOW NPOMYCKHOM CNOCOBHOCTLIO. B coveTaHum ¢ rnyBGuHHBIM 06y4YeHneM aTa TEXHOMNOMNS NO3BONSET
npoaHanu3mpoBaTb aKTMBHOCTb Ha Hanmune npusHakoB DMSniff n npnHATE cBoeBpeMeHHbIe Mepbl.
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https://www.bleepingcomputer.com/news/security/dmsniff-point-of-sale-malware-silently-attacked-smbs-for-years/

TemaTtnyeckas ctaTbs

ATtaka Ne5. O6nayHble pabo4yune Harpysku

Y MHOMMX CrIOXMNOCh BnevaTreHune, 4to pa6oqme Harpys3kum B I'Iy6]'II/l‘-IHOM obnake 3allyLeHbI nyduie, 4yem B
TPaANLUMNOHHbIX JTOKallbHbIX BbIYMUCITUTESIbHbIX CUCTEMAX UIMN YaCTHbIX obnakax.

3710 Morno 6kl 6bITb MpaBaon, ecnm Bbl KOMMAaHUM HE NePeHOCUM B NyGrmyHoe 06nako OrpoMHOE KONMYecTBO pabounx
Harpysok, B TOM YMcre KpanHe BaXKHbIX Anst busHeca; Takve cueHapvm NoBbIWatoT puck knbeparak. Victopus 6topo
KpeanTHbIX I/ICTOpI/II7I Equifax — BO3MOXHO, OAMH N3 CaMbIX APKNX N N3BECTHbLIX NPpUMepPoB C CaMbIiM 3HAYUTETIbHLIMW
nocneacTtBnUsaMu.

YacTb BepTUKanbHOro Tpaduka B nyGrMyHoM obrake NpuxoauTcs Ha BblYMCTIUTENbHbIE
nnatdopmbl, Takue kak AWS, Azure nnn GCP, a gpyras 4acTe — Ha UHTepdenc
nepumeTpa. PasnnyHble BUablI aHOMarbHOW akTUBHOCTU BO3HWUKAKOT Kak BO BHYTPEHHMX
KaHarnax, Tak ¥ Ha NepuMeTpe CeTu.

OfHaKo OCHOBHAsA CINOXXHOCTb 3aKMOYaeTCsl B TOM, YTO HE BCe aHOMasiuv NpeacTaBnsaoT
Yrpo3y 1 He Bce Yrpo3bl aHoMarbHbl. BOT noyemMy HejocTaTouHO NPOCTO OGHAPYKUTH
aHoManun. OHY JOIMKHbI PaCcro3HaBaTbCA B KOHTEKCTE.

[MpeanonoXxvM, YTo YyCTaHOBIIEHO MOAKIOYEHME K HETUMMYHOMY MOPTY. OTO aHOManms 1
XapaKTepHbIN NPU3HaK BPEAOHOCHOWN aKTUBHOCTM B MyOGnnyHoM obnavHom cpeae, ogHako
37O He 0bsi3aTenbHO aTaka. B aTtom 3akntoyaeTcsa npobriema obHapyxeHus aHomanuin. MNpu
0BHapyxeHMM aHoManui HabnrgaeTcs 6oNbLIOE KONMMYECTBO NOXHBLIX CpabdaTbiBaHWUNA.

NSX Network Detection and Response npoepsieT Hannume aHomanumn B xypHanax VPC, a Takke aHanuaupyeT ux B
KOHTEKCTe, C y4eTOM Tuna Tpadumka 1 af1eMeHTOB BepTUKanbHOro Tpaduka. ConocraBmne NofnyYeHHblEe AaHHbIE C
3aKOHOMEPHOCTAMU BePTUKaNbHOro Tpaduka Ha nepumeTpe obnaka, MOXHO C YBEPEHHOCTLIO CKa3aTb, YTO
obHapyxXeHHas aHOManusi onacHa u CoBepLUeHa aTaka Ha ak3emnnap nybnuyHoro obnaka B rmbpugHomn
BbIYMCIUTENBHOW Cpeae.

B MO NSX Network Detection and Response ncnonb3ytoTcs cpefctsa I ans BoisiBneHns aHoMansHOM
aKTUBHOCTM, CBA3AHHOM C aTakamun 1 ABMSIOLLENCS YacTbio aTaki. AHanm3 KOHTEeKCTa No3BosnisieT OTAnYnTb
OoTOenNbHbIE NOXHbIE cpabaTbiBaHUS OT HACTOSLLMX Yrpo3.
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Utor. He BepbTe pacnpoctpaHeHHbIM Mucam 06 UU

HecmoTps Ha To, 4To IV MMeeT cBOM orpaHMYeHust 1 4acTo BOCTIPUHMMAETCS Kak HEUYTO 3K30TUYeckoe 1 becronesHoe,
npy NPaBUIIbHOM MPVYIMEHEHUW OH aeT OYEBUIHbIE NPEeUMyLLECTBa.

B KoHeuyHOM cyeTe adpdeKkTUBHas cucTema knbepbesonacHOCTU OCHOBLIBAETCS Ha UCMOMb30BaHUM Pa3fMYHbIX TUMOB
. Kaxxablil M3 3TUX TUMOB BbIMOMHAET OnpeAerneHHyto 3aaady, a Bce BMEecTe OHM NO3BOSSAT NOMy4YUTh MOMHY0
KapTUHY aKTUBHOCTU B CETU U OBHaPYXUTb aTaku.

C yyeTom Toro, 4to 6onee 70% BCcex COOBLLEHNI ANEKTPOHHOM NOYTLI ABNAOTCA cnamoM, 50% Tpaduka B IHTepHeTe
nopoxgatot 60Thl, a 40% aToro Tpadumka npeacTaBnalT co60M BpegOHOCHYH akTUBHOCTb, Cnieunanuctam no
GesonacHocTy eLle Aonro npuaeTcs 60poTbCs C atakamu.

CoBpemeHHble cucTeMbl 6e3onacHocTn obecneydnBatoT cTabunbHyr0 padboToCnoCOOHOCTb BbIYUCIIUTENBHBLIX Cpes,
BO3MOXHOCTb NPUMEHATb CpedcTBa aHanms3a ana ynpoweHuna pa6OTbI creunanmncToB U NoNb30BaTbCHA BCEMU
npenmyLiectsaMmu VIHTEpHETa 1 BbIYUCIEHNNA.

NN — HeoTbemnemas 4acTb TakMx CUCTEM, HO BaXKHO MOHMMAaTb €ro BO3MOXHOCTW 1 orpaHudeHuns. M nossonser
oBHapyXmBaTb CINOXHbIE YrPO3bl U ONTUMU3NPYET paboTy OTAenoB 6e30NacHOCTU, OOQHAKO crneayeT NOMHUTb O
pasnuunsix TexHonorun M. PasnuyHblie Tunel I obecnevrBaloT pasnmyHble ypoBHM 3almThl. Hagnexaee
ncnone3oBaHue VI B obrnactu knbepbesonacHOCTM NO3BOSSIET YCUIUTL KOHTPOSb Y COCPEAOTOuUTLCA Ha bonee
Ba)XHbIX KOPNOPATMBHbIX 3adavax, Yem NMomucK yrpos.

B MO NSX Network Detection and Response n NSX Advanced Threat Analyzer ncnonb3ytTcsi HOBEVLLNE JOCTUKEHUS
HayKu O AaHHbIX, Mo3BonsoLLme npuMmeHsaTe M ans obecneyeHuns knbepbesonacHocT. ATOT NOAXON, K
kmbepbesonacHOCTM cTan pesynbTaToM COTPYyAHMYECTBaA OBYX BeAyLLMX nccriegoBaTtene MMpoBoro ypoBHs. A —
OAVH M3 Ba)KHENLLIMX KOMMOHEHTOB npeanaraemMoro pewweHns. C ero nOMOLLbH MOXHO aHanM3mMpoBaTb aKTUBHOCTb B
CETU 1 pacno3HaBaTb pearnbHbIE€ Yrpo3bl, HE NbITasCb OFPaauTb BCHO CETb 1 NpedyragaTtb BO3MOXHbIE AENCTBUS
3I10YMBbILLIFTEHHUKOB.
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